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Introduction

The process of updating virus definitions on workstations protected by Faronics Anti-Executable
Enterprise involves three fundamental steps:

1.  Deactivating Anti-Executable.
2. Updating the virus definitions.

3. Reactivating Anti-Executable.

This white paper provides technical information on how to approach these steps with Symantec
Antivirus Corporate Edition.

Faronics Anti-Executable is not marketed as an antivirus product. However, Anti-

A Executable will protect workstations from any executable form virus. Many viruses
come in an executable form, with Anti-Executable installed and activated, these
viruses are never run therefore never become active.

Deactivating Anti-Executable

Faronics Anti-Executable protection must be deactivated before updating antivirus definitions. These
definitions could include scan engine updates, so Faronics Anti-Executable must be deactivated in
order for those updates to be reflected in the whitelist.

There are basically three ways to remotely deactivate Anti-Executable:
« By manually using the Anti-Executable Enterprise Console

o By setting up an Scheduled Maintenance Period

By using the Command Line Control
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Manually Using the Anti-Executable Enterprise Console

The Enterprise Console contains a toolbar at the top of the screen that allows quick access to the
functions of the Console.

Update Anti-Executable on Remove Anti-Executable and
shutdown all selected workstations(s) workstation seed from all
selected computers selected workstations
- . Install Anti-Executable Show Select all
rescan all local Anti-Executable will on selected . bl
t be switched OFF workstation(s) Workstation(s) Anti-Executable
computers ° l Log workstations
? @ @ e m ©  WicE [ QN = Y. T S
restart all Anti-Executable Remove T
Anti-Executable, Add User-
selected will be s
leaving workstation efined group
computers switched ON
seed, from all
selected
Wake-on-Lan workstation(s) Remove selected
. Show log file workstations from
Switch to history

for selected
workstation(s)

configuration mode

To deactivate Anti-Executable, select the workstation and click the Anti-Executable Off icon # on the
toolbar.

Alternatively, right-click on the workstation and select the Set Faronics Anti-Executable Off option in
the contextual menu, as shown below.
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Setting up a Scheduled Maintenance Period

There are two ways to set up a Scheduled Maintenance Period. The first is to set it up when configuring
the Faronics Anti-Executable Enterprise installation files with the Configuration Administrator (best
method for new deployments). The second way is to create or update the Maintenance Period using

the Enter

The following instructions elaborate on how to create/update the Maintenance Period with the

prise Console.

Enterprise Console, assuming Anti-Executable is already deployed throughout the network.

1.  Open the Enterprise Console and right-click on any workstation.

Select Update Maintenance Period.

7= Faronics Anti-Executable Enterprise Server Console
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A red bar appears at the bottom of the screen.

Hew Import

Cloge

2. Click New.

The Configuration screen appears, as shown. It only contains the Maintenance and Advanced

Maintenance options.
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Configuration Screen El
v Enable Maintenance Schedule v SetOne Change All
Day of Week Start Time Disable keys Run WU  Run Bat-File  Stop Time Shutdown
™ Sunday [ 10000am =< P e J | Gooonam = F
¥ Monday BOD:00PM = . o 11:0000PW = M
¥ Tuesday BOD:0DFPM = . [ 30000 P =
v Wednesday [ gog00pm = ¥ C J 8:00:00 P =— M
W Thursday B0 PM — ™ C o BO000PM = M
W Friday GO00:00 PM = ¥ @ * B00:00 P <= M
~ (= " [

[—_

‘ Mote: [ the Stop Time preceeds the Start Time, the Stop Time is assumed to be in the next day.

M aintenance |.-’-'u:|vanu:ed I aintenance |

Click on the Maintenance tab and place a check in the Enable Maintenance Schedule check
box. Also place a check beside each day you want the Maintenance Schedule to run.

Set the Maintenance start time for each day in the Start Time column and the end time in the
Stop Time column.

It is recommended that the Disable keys option is checked so the keyboard and mouse are
disabled while the workstations are in Maintenance Mode.

Optional: check the Shutdown box so Anti-Executable shuts the workstations down at the end
of the Maintenance Period.

Close the Configuration screen. A pop-up message appears requesting the administrator to
select the workstations to send the new configuration to.

Select the workstations to be updated and click Send. This action updates all the selected
workstations” configuration on the fly.

Controlling Anti-Executable Through the Command Line Control - AEC

The Anti-Executable Command Line Control (AEC) offers network administrators increased flexibility
in managing workstation protected by Faronics Anti-Executable. AEC works in combination with
third party enterprise management tools and/or central management solutions. This combination
allows administrators to update workstations on the fly and on demand.

It is important to note that AEC is not a stand-alone application. AEC integrates seamlessly with any
solution that can run script files, including standard run-once login scripts.

The AEC executable is installed in same directory as the Configuration Administrator:

C:\Program Files\Faronics\Faronics Anti-Executable Enterprise\AEC.exe

AEC commands require a password with command line rights. One Time Passwords cannot be used.
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AEC Options

Syntax Description

AEC password ON Turn Anti-Executable on

AEC password LOW Set Anti-Executable security to Low*

AEC password HIGH Set Anti-Executable security to High

AEC password OFF Turn Anti-Executable off

AEC password CFG=[path] cfg.fzx Replaces Anti-Executable configuration information.
Works when Anti-Executable is On or Oft.*

AEC ISON Queries workstation if Anti-Executable is On. Returns
0 if Off. Returns 1 if on.

* The Low security level is not available on Win 9x/Me machines

Example Batch File

Below is a sample batch file that can be modified for use with any antivirus software that supports
updating through a command line.

@ECHO OFF

\\SERVER\ SHARE\FOLDER\AEC.EXE ISON

IF ERRORLEVEL 1 GOTO PROTECTED

IF ERRORLEVEL O GOTO UNPROTECTED

ECHO Errors where encountered running the command 1line control on this

workstation.

: PROTECTED

\\SERVER\SHARE\FOLDER\AEC.EXE password OFF

GOTO END

:UNPROTECTED

REM ThhhAhdhhhhhh bbbk
REM *Insert the command to update the antivirus software here.
REM ThhhAhh bbbk
\\SERVER\ SHARE\FOLDER\AEC.EXE password ON

GOTO END

:END
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Updating the Virus Definitions

This document provides four different ways to approach virus definitions updates for the Symantec
Antivirus Corporate edition.

1) Manually Update the New Virus Definitions

1. Using the Enterprise Console, deactivate Anti-Executable on the workstations. Once the
computers are unprotected, open the Symantec System Center Console on your antivirus
server.

2. Unlock the server group.
Right-click on the server group and select All Tasks > Symantec Antivirus > Update Virus Defs

Now.
':m Symantec System Center - [Console Root'Symantec System Center',System Hierarchy' Sym ] = |EI|5|
|Jkﬁ] Console  Window  Help |J O=E | |_|E|i|i
|J Action  Wiew  Favorites  Tooks |J4- #||E|X|@“@@Q|Jhbﬁhé B R |
Tree I Favarites I SEerver | Skatus | Metwark 05 | Address I
[ Console Roat @SERUER Primary Windows KT (IP)-1582.168.1....

E@ Symantec System Center
: EQJ Systemn Hierarchy
#-(F Marton Antivirus

SRER
Lock Server Group
| nlack Server Group
s @ Sepy  Configure Server Group Password. .,

Livelpdate
AMS

Wit
Mew Window from Here

Logs 3

Symantec Client Fireval

Skart Wirus Sweep,

New Taskpad Wiew. ..

Updat
Rename i ki

Yirus Definition Manager, .,
Refresh_ Quarantine Cptions. ..,
Export List, .. Configure Histary, .,
Froperties

Client Auto-Protect Options...

Help Client Administrator Only Splions., ..
Clignt Roaming Options. ..

Client Login Scan and Installation. ..

Server Auto-Protect Options. .
Server Scheduled Scans. ..

|Update the wvirus definitions on the selected Server Group or Server | |

4. Follow the steps presented. The server and the workstations are updated with the latest
definitions.
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2) Scheduling the Virus Definitions Updates.

1. Using the Anti-Executable Enterprise Console, schedule a Maintenance Period as per
instructions provided above.

2. Open the Symantec System Center Console on your antivirus server and Unlock the server
group. Right-click on the server group and select All Tasks > Symantec Antivirus > Virus

Definitions Manager.

'{fii Symantec System Center - [Console Root'Symantec System CenteriSystem Hierarchy',Symanl

|J'%] Console  wWindow  Help

: =101 x|
===

|J fction  Miew  Eavoribes  Tools |J o= | | E | > | @ |J@E@ Q |J £ b;,l.i ﬂ {@ &% |

Tree I Fawvorites | Server | Skatus | Metwaork 03 | Address |
(1 Cansale Raot @SERVER Primary Windaws NT (IP)-192.168.1....
E@ Symankec Syskem Center
; EIQJ System Higrarchy
-3 Morton Antivirus
)
] Groups Lock Server Group
@ SERVER Unlock Server Group
. @ Service and Support  Configure Server Group Password...
Livelpdate »
Wigw ] Al k
_ ymankec Al us b Logs 3
Mt il Symantec Client Firewsall  #

Mew Taskpad Wiew. .,

Rename
Refresh
Export List...

Properties

Help

Skark Yirus Sweep...
Update Virus Defs Mow, ..

Wil ion Manag
Quarantine Options...
Configure Histary. ..

Client Auto-Protect Options...

Client Administrator Only Options. ..

Client Roaming Options. ..
Client Login Scan and Installation. ..

Server Aubo-Protect Options. ..
Server Scheduled Scans, ..

Manage virus Definitions sharing on the selected Server Group or server
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The Virus Definitions Manager opens, as shown below.

'SERYER' ¥irus Definition Manager b 1[

—How Servers Retneve Yius Definitions pdate:

% Update the Primary Server of this Server Group only Configure...

All zerverz in the group will update wiruzs definitions automatically
from the Primary Server.

Frimary Server SERVER

!

" Update each Server in this Server Group individually Earfigure...

Selection: SERVEH

—How Clients Fetrieve Yius Definitions |pdates
Selection: SERVER's Clients [not in Groups]

V' Update vius definitions from parent server Settings

¥ Schedule client for automatic updates uzsing Livellpdate

i

Schedule...

Update viruz definition file every dap at B:15 P

¥ Do ot allovs client b madit Livell pdate schedule
¥ Do not allow client to manually launch Livel pdate

I Enable continuous Livel pdate Corfigure. .

i

I~ Download product updates using Livellpdate

Qg | Cancel | Help |

3. Click Schedule. Select how often and when you want to update the virus definitions.

¥irus Definition Update Schedule ¥
Select how often and when you want the wirug oK. |
“ definition update to ocour.

| Cancel

Wiruz Definition Update Schedule
Help
I

Frequency Wwhen

" Daily

= weskly

Moty Al IE:'IEF'M 'l

Update viruz definitions every day at 5:15 Pk

In this example, Anti-Executable Enterprise is set to have a maintenance window Monday through
Friday from 6:00 pm to 8:00 pm.
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4. Click Advanced to open the Advanced Schedule Options. Uncheck all the Randomization
options to force the server to update the new definitions at the scheduled time.

For large networks, you can set up a wider maintenance window and randomize the
updates.

Advanced Schedule Options 3

—Mizzed Event Option

K
¥ Handle missed events withir:

C |
IB _IQ hours of the scheduled time. it

Help

dil

— Fiandomization Options
[~ Perform update within plus or minus:

=] _:I mittes of the scheduled tme.

I= Randormize the day of week within the interal
Eeginmingan: Ending:

IMonda_l,l j IFlida_l,l j

I Fiandormize the day of month within plus o minws:

10 = days of the scheduled date;

3) Configure Anti-Executable Enterprise to Run a Batch File that Updates the
Virus Definitions

1. Open the Anti-Executable Enterprise Console and follow the steps on p. 4 to set up a Scheduled
Maintenance Period.

2. Check on the Run Bat radio button to allow the workstations to run a batch file automatically
during the Maintenance period.

Configuration Screen E|
¥ Enahle Maintenance Schedule ¥ SetOne Change All
Day of Vifeek Start Time Disable keys Run VWU  Run Bat-File  Stop Time Shutdown
[~ Sunday = ¥ o g = F
v Monday BODDOPM — L o 110000 P = ¥
¥ Tuesday FOOOIPM — W » ~ gonooPm = M
v Wednesday | gonoopm — M » o B0000PM = M
¥ Thursday BO0O0PM = M » Q B0000PM = M
¥ Friday GO0DOPM — M » o BODOOPM = ™
~ (% ~ M

[ Saturday 23 —|

| Mote: If the Stop Time preceeds the Start Time. the Stop Time is assumed to be in the next day.

M aintenance |Advanced Maintenance |

3. Click on the Advanced Maintenance tab and enter the following line in the Batch File window:
C:\PROGRA~1\SYMANT~1\VPDN_LU.EXE /S
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Configuration Screen

Yindows Update k Batch File
CAPROGRA™TMSYMAMT 14 RDN_LU EXE /5]

[~ Use SUS Server

Hew Open | Save

Maintenance  Advanced Maintenance |

This command calls LiveUpdate, which downloads the virus definitions from the server. For this
method to work properly, the LiveUpdate configuration had to be set in the Express Mode in every
workstation.

4. Open the workstation Control Panel and double click on Symantec LiveUpdate. The LiveUpdate
Configuration window appears.

5. Select Express Mode and enable both Express Mode settings so the workstation automatically
starts the session when LiveUpdate is launched, and exits at the end of the session.

LiveUpdate Configuration ) e |

General | TP | HTTP | 15P |

Livelpdate can un in either Interactive Maode or in Express Mode. In
. Interachve Mode you select which updates you want to install. |n Express
4 Mode, Livellpdate automatically downloads and installs all available
updates for your Symantec products and components.

How do pou want to use LivelJpdate?
" Interactive Mode
% Eupress Mode

— Express Mode Settings

v Automatically start the session when Livel pdate is launched.

[v Automatically exit at the end of the session.

—Erhanced Emror Suppork

[~ Enable Enhanced Enor Support

ak I Cancel Apply Help
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Setting up the LiveUpdate Server

1. Go to Start > Programs > LiveUpdate Administration Utility > LiveUpdate Administration
Utility.

2. Select the language and the Product Line (in this case, Norton Antivirus Virus Definitions)
and click Retrieve.

3. Make sure that the Download Directory is shared so all the workstations have access to it.

% ; iveUpdate Administration Utility 3 _|EI|5|
File Yiew Tools Help

— Product Update:
Languages of Updates:

[ Danish 2] | Retrieve... |
[l

[T Dutch
[V English
[ Firnish -
«| e
ile E ditor Spmantec Product Line:

[T NetRecon | [Details... |
r

[ Narton &ntivirus Product Updates
[V Narton &ntivirus Vins Definitions
[ Norton CleanSweep

[ Martan Cammander <
gl | »

Download Directany

IC:\\-"ilusDefinitions Browse... |

4

Lag File

4. After the LiveUpdate Administration Utility is done downloading the virus definitions, open
the Symantec System Center Console and unlock your group.

5. Right-click on the server group and select All Tasks > LiveUpdate > Configure. The Configure
LiveUpdate window appears.
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Configure LiveUpdate x|

Livellpdate I Livel lpdate .&dmininistlaloll

Select the Livell pdate source for SERVER.
— (" Symantec Livellpdate Server

Livel pdate will obtain updates from the Symantec server.
— (% |ntemal Livellpdate Server
ﬂ IT ﬂ Mo | Delete
— Diescription Login
Name M ame
Iserver I
Location Pazsword
| |
r~ Connection
URL or IP Address Type
I'\\server\virusdefs I LaM j
Subret Subnet Maszk
[0 0. 0. 0 [ 0.0 .00
[ Store paszwards in encrypted form

¥ Apply settings to clisnts not in Groups

0K I Cancel | Apply | Help |

Select the Internal LiveUpdate Server option.

Enter the server name and the virus definitions folder.

Now the workstations are fully configured to receive and keep the latest virus definitions
daily.

4) Updating Virus Definitions Via a Batch File in a Third-Party Desktop Manage-
ment Solution

Virus definitions can be also updated running a batch file from a Desktop Management software such
as Novell ZenWorks, Altiris, Microsoft SMS, BigFix, etc.

To do this, add a task that runs the following batch file:

@ECHO OFF

\\SERVER\SHARE\FOLDER\AEC.EXE ISON

IF ERRORLEVEL 1 GOTO PROTECTED

IF ERRORLEVEL 0 GOTO UNPROTECTED

ECHO Errors where encountered running the command line control on this
workstation.

: PROTECTED

\\SERVER\SHARE\FOLDER\AEC.EXE password OFF

GOTO END

:UNPROTECTED

REM R S R O O S T S S S S o S R S S S
REM * C:\PROGRA~I1\SYMANT~1\VPDN_LU.EXE /S

REM R S RO S S S R R T S S S S i S T S R S S S o
\\SERVER\SHARE\FOLDER\AEC.EXE password ON

GOTO END

:END
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