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Introduction

The process of updating virus definitions on workstations protected by Faronics Anti-Executable
Enterprise involves three fundamental steps:

1. Deactivating Anti-Executable.

2. Updating the virus definitions.

3. Reactivating Anti-Executable.

This white paper provides technical information on how to perform these steps with Sophos Antivirus
Enterprise.

Faronics Anti-Executable is not marketed as an antivirus product. However, Anti-
Executable will protect workstations from any executable form virus. Many viruses
come in an executable form, with Anti-Executable installed and activated, these viruses
are never run, and therefore never become active.

Deactivating Anti-Executable

Faronics Anti-Executable protection must be deactivated before updating antivirus definitions. These
definitions could include scan engine updates, so Faronics Anti-Executable must be deactivated in
order for those updates to be reflected in the whitelist.

There are three ways to remotely deactivate Anti-Executable:
« By manually using the Anti-Executable Enterprise Console

+ By setting up a Scheduled Maintenance Period

By using the Command Line Control
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Manually Using the Anti-Executable Enterprise Console

The Enterprise Console contains a toolbar at the top of the screen that allows quick access to the
functions of the Console.

Update Anti-Executable on Remove Anti-Executable and
shutdown all selected workstations(s) workstation seed from all
selected computers selected workstations
- . Install Anti-Executable Show Select all
rescan all local Anti-Executable will on selected . bl
ters be switched OFF workstation(s) Workstation(s) Anti-Executable
s l Log workstations
2 @ @ 9= B 6  WfiEE B wE | o &AL B
restart all Anti-Executable Remove T
Anti-Executable, Add User-
selected will be s
leaving workstation efined group
computers switched ON
seed, from all
selected
Wake-on-Lan Remove selected

workstation(s)
Switch to Show log file
for selected
workstation(s)

workstations from

history
configuration mode

To deactivate Anti-Executable, select the workstation and click the Anti-Executable Off icon B on the
toolbar.

Alternatively, right-click on the workstation and select the Set Faronics Anti-Executable Off option in
the contextual menu, as shown below.

7= Faronics Anti-Executable Enterprise Server Console

File ‘View Select Help
2 | & | B B &l
Metwork and Groups Workslations
+ ')J Entire: Metwork m 3 o
== k E O
{1 User Defined Groups = tad) S
(B History] @ Set Faronics Anti-Executable On
& Femote Consoles @ Restart Workstation(s)
Shutdown Workstation{s)
% “Wake-On-Lan
~? Update Configuration
| Update Maintenance
Show Log for Selected Workstations
ﬁ: Remove Workstation(s) fram history
Wi 4
Select 4
Eree
L P
Port 18826 Remote Control Disabled
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Setting Up a Scheduled Maintenance Period

There are two ways to set up a Scheduled Maintenance Period. The first is to set it up when configuring
the Faronics Anti-Executable Enterprise installation files with the Configuration Administrator (best
method for new deployments). The second way is to create or update the Maintenance Period using
the Enterprise Console.

The following instructions elaborate on how to create/update the Maintenance Period with the
Enterprise Console, assuming Anti-Executable is already deployed throughout the network.
1.  Open the Enterprise Console and right-click on any workstation.

Select Update Maintenance.

7= Faronics Anti-Executable Enterprise Server Console

File Wiew Select Help
? B @ wal x O s oW o Nl B
Network and Groups Workstations
# @ Entire Network
[j User Defined Graups @ ASL! B set Faronics Anti-Executable OFF
@ [Histony] | @ Set Faronics Anti-Executable On
e Eemate Consoles @ Restart Workstation(s)
Shutdown Wiorkstation{s)
@E wake-Cn-Lan
@ 1 ~'f Update Configuration
Lpdate Maintenance
EH Show Log For Selected Workstations
] Show YWarkstation(s) Log
[t
@ ﬁ: Remnove Warkstationis) fram histary
Mg L4
Port 18825 Rermote Control Disabled Select ¥

A red bar appears at the bottom of the screen.

e Wl

2. Click New.

The Configuration screen appears, as shown. It only contains the Maintenance and Advanced
Maintenance options.
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Configuration Screen gl
v Enable Maintenance Schedule W SetOne Change All
Day of Week  Start Time  Disable keys Run WU Run Bat-File Stop Time Shutd owni
[ Sunday [1oomnam = F e fo [ Gonooam = W
¥ Monday EODDOPM = ™ c o SO0000PM =
¥ Tuesday EODDDPK — M L o gOOOOPM =— M
W ‘Wednesday [ goooopm = M C o g:0000PM ==
W Thursday FODO0PM — W L e B0000PM = ¥
W Friday EO0O0PM =— M - g B0000PM == M
|— o (Z v

[ Saturday L=}

li_

‘ Mate: If the Stop Time preceeds the Start Time, the Stop Time is assumed to be in the next day.

b aintenance | Advanced Maintenance |

Click on the Maintenance tab and place a check in the Enable Maintenance Schedule check
box. Also place a check beside each day you want the Maintenance Schedule to run.

Set the Maintenance start time for each day in the Start Time column and the end time in the
Stop Time column.

It is recommended that the Disable keys option is checked so the keyboard and mouse are
disabled while the workstations are in Maintenance Mode.

Optional: check the Shutdown box so Anti-Executable shuts the workstations down at the end
of the Maintenance Period.

Close the Configuration screen. A pop-up message appears requesting the administrator to
select the workstations to send the new configuration to.

Select the workstations to be updated and click Send. This action updates all the selected
workstations” configuration on the fly.

Controlling Anti-Executable Through the Command Line Control - AEC

The Anti-Executable Command Line Control (AEC) offers network administrators increased flexibility
in managing workstation protected by Faronics Anti-Executable. AEC works in combination with
third-party enterprise management tools and/or central management solutions. This combination
allows administrators to update workstations on the fly and on demand.

It is important to note that AEC is not a stand-alone application. AEC integrates seamlessly with any
solution that can run script files, including standard run-once login scripts.

The AEC executable is installed in same directory as the Configuration Administrator:

C:\Program Files\Faronics\Faronics Anti-Executable Enterprise\AEC.exe

AEC commands require a password with command line rights. One Time Passwords cannot be used.
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AEC Options

Syntax Description

AEC password ON Turn Anti-Executable on

AEC password LOW Set Anti-Executable security to Low*

AEC password HIGH Set Anti-Executable security to High

AEC password OFF Turn Anti-Executable off

AEC password CFG=[path] cfg.fzx Replaces Anti-Executable configuration information.
Works when Anti-Executable is On or Oft.*

AEC ISON Queries workstation if Anti-Executable is On. Returns
0 if Off. Returns 1 if on.

* The Low security level is not available on Win 9x/Me machines

Example Batch File

Below is a sample batch file that can be modified for use with any antivirus software that supports
updating through a command line.

@ECHO OFF

\\SERVER\ SHARE\FOLDER\AEC.EXE ISON

IF ERRORLEVEL 1 GOTO PROTECTED

IF ERRORLEVEL O GOTO UNPROTECTED

ECHO Errors were encountered running the command 1line control on this
workstation.

: PROTECTED

\\SERVER\SHARE\FOLDER\AEC.EXE password OFF

GOTO END

:UNPROTECTED

REM ThhhAhdhhhhhh bbbk
REM *Insert the command to update the antivirus software here.
REM ThhhAhh bbbk
\\SERVER\ SHARE\FOLDER\AEC.EXE password ON

GOTO END

:END
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Updating the Virus Definitions

This document provides four different ways to approach virus signature file updates for Sophos
Antivirus clients.

1) Manually Updating Virus Definitions

1. Using the Anti-Executable Enterprise Console, turn the Anti-Executable protection off. The
change in workstation status is reflected in the console.

2. Start the Sophos Enterprise Console. A list of your client machines appears. If the machines
need to be updated, the Up to date column shows the value No.

3. Highlight the client machines to be updated and click Update Computers, as shown.

The clients are now updated with the latest file definitions.

\i7 Sophos Enterprise Console — &= =]
Eile Edit ‘Yiew Actions Groups Tools Help
| viser: [Nl compters =l H Jit this level and betow =l

=p =R = =
;’ Find ‘(x ﬁ Create group %& SEY policy. %“ Updating policy EB Protect E' Update computers
. ! I

= l WINZ0O3STDSVR
+{E5) Unassigned

& e I
E“' Libraries Ill Reparts

Status | SaV detals | Computer delas |V\§Updatadetal\s | et dotais |

L5 Cients Computer name | On-access | Uptodate | S&W polic [ Updeting policy [ roup |
i) Server Active Ves Same as group Same as group \Clie...
Active Yes Same as group Same as group \Clig.

|2z
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2) Scheduling Updates to Occur Automatically (Sophos AutoUpdate)
Automatically updating the definitions on client machines must happen during an Anti-Executable
maintenance period.
Using Sophos Antivirus Enterprise, the definition updates are first downloaded to the server. The clients
can be scheduled to check the server for updates every set number of minutes.

If there is an update on the server, it is downloaded to the clients. By scheduling the server update
during the client maintenance period, the clients are able to update the definition files while Anti-
Executable is deactivated.

This can be accomplished using the following steps:

1. Open the Sophos Enterprise Manager.
2. Select Action->New->Schedule as shown.

" Sophos Enterprise Managet - [Console RootiEM Library (WIN20035TDSYR ' SophosEM)iSchedules] -
‘% Eile | Action Yiew Favorites Lbrary Tools  Window Help |=|i|5|
- - I TR
[dcons  Mew Window from Here m | Description |
EQB: Hew Taskpad View. . There are na items to show in this view,
+ Refresh
Export List...
Help
| — 5
|create a new schedule.
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3. Inthe Schedule Wizard dialog that appears, click Next.

In the following screen of the wizard, enter a name and description for the scheduled
download.

Schedule Wizard

Schedule Mame and Description
Enter a name and description far the new schedule

Enter the name and dezcription for the new schedule:

1 amne: I.&nti-E wecutable Lpdate

Descriptior: IUpdates definitions during Anti-Executable maintenance period.

< Back I Mewut » I Cancel |

4. Specify the time to obtain the Sophos Update files from the Sophos Web site. This should
correspond to the period that has been set up for the Anti-Executable Maintenance period.

The Anti-Executable Maintenance period can be set using the steps outlined earlier in this
document under the section titled, Setting up a Scheduled Maintenance Period.

In the following example, we have set up Sophos to download the updates between 8-9 pm.
After these updates are downloaded, the Up to date column in the Sophos console reports Yes
for each client. The updates must be downloaded while Anti-Executable is deactivated.

Schedule Wizard x|

Enter the days and times at which updates will ocour. Updates take place at a random
time during the hour wou specify, e.g. enter 9 for updating between 3:00 and 3:59.

—Days of week ——  — Time of day
" Sun
¥ Man Hour |2D _|::' 20:00
vV Tue

[V wed Add |
V¥ Thy

= Bemaove
@ ki EEE|

| Sat

< Back Cancel
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5. Click Next followed by Finish to complete the wizard. Your scheduled updates appear under

your list of scheduled actions in the Sophos Enterprise Manager.

The update settings for the clients also need to be set up. This is explained in the following

steps.

Open the Sophos Enterprise Console, if it is not already open.

7. Highlight the group that contains your client machines and select the Updating Policy button,

as shown.

iir Sophos Enterprise Console - &) =]
File Edit View Actions Groups Tools Help
J Wiew: I\j All computers ﬂ H IAt this level and below d
= = = =) = -
_p DE =g ice =M i = E' Ba | by ari
J 29 Fid G | Create group L0 SAY policy | ZES Updating pnhq;\J,EEPmtect 5| Update computers ?ll! Libraries
4
= El gNSDDSS_TDS:R Status | SV details | Computer details | Update details |
i Inassigne
ot Computer name = | Alerts | On-access | Up to date | SAv polic | Group
[} Clients LU T
() Server -5 gl Active \Clignts
5: Active Clients
X

oz

8.  The following update policy dialog appears. Select the type of computers being used and

click the Configure button.

Set updating policy for computers in the Clients group

Specify how Sophos AutoUpdate will update Sophos Anti-Virus For each type of

compuker in this group,

x|

—Sophos Autolpdate fFor;

=
indo 003 Specified
Windows 95/98Me Mot specified
Windows NT Mot specified
Mac 05 ¥ Mot specified

Configure. ., |

Close |
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9. Another dialog with several tabs appears, as shown. Select the Schedule tab.

Set updating policy for Windows XP/2000;2003 in the Clients grnuq;; ﬂ

Primary server I Secondary server I Logging Schedule |Initial install source

v Enable networked computers to use Sophos updates automatically

Check For updates every I 5 _lj mirukes,

This option enables network computers to check automatically whether any updates have
been downloaded From Sophos and if so, ko update their version of Sophos Anki-Wirus,

™ Check For updates on dial-up

oK I Cancel |

10. Check the Enable networked computers to use Sophos updates automatically option.

Enter the number of minutes you would like the client machines to check for updates. In this
example, the clients look to the Sophos server for updates every 5 minutes.

11. Click OK.

With this configuration, the clients will check for updates every 5 minutes. It is assumed the clients will
be up-to-date until the Sophos server obtains new updates during the Anti-Executable maintenance
period. It is essential that these updates occur during the Anti-Executable Maintenance period;
otherwise the clients will attempt to update while Anti-Executable is activated.

3) Configure Anti-Executable to Run a Batch File to Update the Virus Definitions

Turn Off Client Update Schedule

Using this method, turn oft scheduled updates in the client update policy and call the update through
the use of a script file. The script can be called using a batch file that is run when the Anti-Executable
Maintenance period is active. When this script file is run, the client attempts to download the new
virus definitions from the server.

1. Using the Sophos Enterprise Console, select the group of clients whose update policies are to be
modified, and click Updating Policy. The updating policy dialog appears.

Faronics 1



ANTI-E=ECUTHELE"
ENTERPRISE

2. Select the type of computers being used and click Configure.

Set updating policy for computers in the Clients group ﬂ

Specify how Sophos Autolpdate will update Sophos Anki-virus For each bype of
computer in khis group,

rSophos Aukolpdate Fors

Windows MT Mok specified
Mar 05 ¥ Mat specified

Configure. .. |

Close |

3. Another dialog with several tabs appears.
Select the Schedule tab.

Set updating policy for Windows %P /2000/2003 in the Clients group” x|

Primary server I Secondary server I Logging  Schedule | Initial install source

Enable networked computers ko use Sophos updates automatically:

Check For updates every I 5 _Ij rrinubes,

This eption enables network computers bo checl autamatically whether amy updates have
been downloaded From Sophos and iF 5o, ko update their version of Sophos Anti-Yirus,

[ check For updates on dial-up

oK I Zancel |

4. Uncheck the Enable networked computers to use Sophos updates automatically option.

The clients will no longer look to the Sophos server for updates.
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Create the Script File

The script file can be created using many different editors. In this case, Notepad is used.

1. Open Notepad and enter the following text:

dim obj
set obj = CreateObject(“ActivelinkClient.ClientUpdate.1”)
obj.UpdateNow 1,1

2. Save the Notepad file as Schedule.vbs. Do not save the file with the .TXT extension.
When saved successfully, the file icon should appears as follows: ((%

Set Up Anti-Executable Maintenance to Run the Script

The created script file must now be set up to run during the Anti-Executable Maintenance period. This
is done in the Advanced Maintenance tab of the Anti-Executable Configuration Administrator.

1. Open the Anti-Executable Enterprise Server Console and follow the steps described on page four
to set up a Scheduled Maintenance period.

2. Check the Run Bat File radio button to allow the workstations to run a batch file automatically
during the maintenance period.

. IFaronics Anti-Executable Enterprise - Configuration Administrator, E”Elgl

File=  Help

b/& bid @

YWelcome Configuration \ One Time Passwards | Create Pragrams ]

v Enable Maintenance Schedule: ¥ SetOne Change All

Day of Week  Start Time  Disable keys Run WU Run Bat-File Stop Time Shutdown
™ Sunday = W ie i = ¥

¥ Monday EODDOPM = M L o 30000 PM = M

¥ Tuesday EODDOPM — M L o 80000 PM M

¥ ‘Wednesday | gogoopm = M . « a0000PM = ¥

¥ Thursday FIDOOPM — ™ L « B0000PM = W

v Friday FODODPM — ™ r « B0000PM = ¥

™ Saturday = ¥ fo O L
Mote: If the Stop Time preceeds the Stant Time, the Stop Time is assumed to be in the next day.

Fasswords I Security Settings KMaintenance | Adbvanced Maintenance ]
Metwark, ] Message ] Exempted Folders I Trusted Applications ]

3. On the Advanced Maintenance tab, type the path and filename of the script in the Batch File
editor.

In the following example, the script file path is: C: \UpdateScripts\Schedule.vbs
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- Faronics Anti-Executable Enterprise - Configuration Administrator, |Z||E|g|

File Help

B/& e @

‘Welcome  Configuration ‘ Une Time Passwords | Create Programs

Windows Update Batch File
C:hUpdateScriptzhSchadule. vbs

™ Use SUS Server K2

Mew Open | Save
Passwords ‘ Security Settings J Maintenance Advanced kaintenance
MNetwork. J Message J Exempted Folders ] Trusted Applications

At this point, the workstations need to be updated with these new settings. Please refer to the Anti-
Executable Enterprise user guide with regards to performing a configuration update.

4) Updating Virus Definitions Via a Batch File in a Third-Party Desktop Manage-
ment Solution

Virus definitions can be also updated running a batch file from a Desktop Management software such
as Novell ZenWorks, Altiris, Microsoft SMS, BigFix, etc. Using a batch file, we can call the SCHEDULE.
VBS created earlier.

To do this, add a task that runs the following batch file:

@ECHO OFF

\\SERVER\SHARE\FOLDER\AEC.EXE ISON

IF ERRORLEVEL 1 GOTO PROTECTED

IF ERRORLEVEL 0 GOTO UNPROTECTED

ECHO Errors were encountered running the command line control on this
workstation.

: PROTECTED

\\SERVER\SHARE\FOLDER\AEC.EXE password OFF

GOTO END

:UNPROTECTED

REM Fffsr s dedd e dede e e de e e e e e e e e e e dede e oo

\\SERVER\SHARE\FOLDER\SCHEDULE. VBS

REM #kdhekdehdehh ke h ek ke ke ke ke ke ke ke h ke ke ke h Rk kR ke h ke ko k&
\\SERVER\SHARE\FOLDER\AEC.EXE password ON

GOTO END

:END
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