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Introduction

This document is designed to answer questions regarding the implementation of Anti-Executable
Enterprise in more complex networking environments. This document supplements the information

provided in the Anti-Executable Enterprise User Guide.
What is a Remote Console?

A remote console is a small utility that runs on a remote machine and acts as a communications hub
that other consoles can connect to in order to control and view Anti-Executable workstations. This
utility is not used on its own. There are two components that incorporate this Remote Console utility:

the Server Service and the Anti-Executable Enterprise Remote Control Enabled Console.

What is the Server Service?

The Server Service is a service that is installed and configured using the Server Service Manager (SSM).
The Server Service uses the Remote Console utility to allow the administrator of Anti-Executable to
segment the connections to the clients.

In a basic environment, the clients connect directly to the Anti-Executable Enterprise console. Clients
with either the Anti-Executable workstation or seed installed send packets every 30 seconds to
the console. In smaller networks, there are no issues using the console this way. In more complex
environments, involving multiple sub nets spread across multiple physical locations, the packets have
more switches to pass through and must travel a greater distance to the console. The more of these
factors, the greater the chance the packets may fail to reach the console. The Server Service reduces
these types of issues.

The Server Service acts as a middle layer between the clients and the console. Instead of sending packets
directly to the console, they instead send packets to the Server Service. In turn, a Anti-Executable
Enterprise console also connects remotely to the Server Service. The Server Service can have more than
one console connected to it at any given time.

In a LAN/WAN setup, the console must be run on a machine with a static IP. Using the Server Service,
a console can be portable. Anti-Executable administrators can run the console on lap tops. These
consoles could connect remotely to the Server Service from any location on the network to see the
client machines. The administrators would plug into the network, connect to the Server Service, and
see the client machines. It is recommend to install the Server Service on a server, because the IP is
normally static and the server is on all the time.

A Remote Control Enabled (RCE) Console

It is possible to set up a Anti-Executable Enterprise console so other enterprise consoles can connect
to it and see the client machines. This Remote Control Enabled (RCE) console works on a concept that
is very similar to the Server Service. Like the Server Service, an RCE console uses the Remote Console
utility. In order to turn a console into an RCE console, the remote control must be enabled. By default,
this option is disabled. When it is disabled, a label at the bottom of the enterprise console reads Remote
Control Disabled. When it is enabled, other enterprise consoles can connect to this enterprise console.
At that time, the label reads Remote Control Enabled.
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Differences Between the Server Service and an RCE Console

The following table shows the differences between the Server Service and a Remote Control Enabled

(RCE) console:
Server Service RCE Console
Runs as a service Runs as a process
Allows multiple consoles to connect to it Also allows multiple consoles to connect to it

Does not allow the console to run on the same | Can be used as a regular console
machine as the server

Cannot be easily shut down; less likely to lose [ Can be easily shut down; more likely to lose
connectivity connectivity

Can run several ports under one service Can only run one port per RCE Console

Configuring a Server Service

In order to set up a Server Service, the Server Service Manager (SSM) program must be created. This
is done using the Anti-Executable Enterprise Configuration Administrator. Once the SSM has been
created, it can be run on the preferred machine to install and configure the Server Service.

To create the Server Service Manager, complete the following steps:

1. Open the Anti-Executable Configuration Administrator.

2. Click on the Create Programs tab. The following screen appears:

- Faronics Anti-Executable Enterprise - Configuration Administrator

File Help

B&vd e

Welcame I Configuration ] One Time Passwards Create Programs

Create Enterprise Console — centrally deploy. monitar, manage . and maintain your
|| Faronics Anti-Exacutable installations quickly and easily.

Create your custom Faranics Anti-Executable hased on your caonfiguration options. Install
this file onto ‘Windows 95/98/Me/2000/%P warkstations that vou want protected.

Dptional: Create Waorkstation Seed for Windows 95/98/ke/2000/<F. This Seed can be
freely imaged with no license restrictions to enable rapid deployment,

Optional: Create Server Manager — install. uninstall, manage . and maintain wour
Faronics Anti-Executable Enterprise Server Service,

oo cle

Irmpartant Ensure that each set of components hawve matching netwark settings in arder to
communicate successfully.
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3. Click Create Server Manager to create the AEServerServiceManager.exe.

A prompt to save the file follows. By default, the file is saved to ...\Program Files\Faronics\
Faronics Anti-Executable Enterprise\AE Install Programs.

At this point the created program can be deployed to the machine where the service is to be installed.

To set up the Server Service, complete the following steps :

1. Run AEServerServiceManager.exe. This should be run on the machine where the service will
be installed. The following dialog displays:

i Faronics Anti-Executable Server Service Manager
File Edit Help
Fort # | |*] Password |

¥ Delete

I sse]
_ e

@ Install zerver

L Esit

Install skatus: Server not installed Server skatus: Unknown

Click Add to add a port. The port used is the port the client machines will use.
Enter the port number you want your clients and the Server Service to use.
4. Press Tab and enter a password.

This password is the password that administrators use in order to connect to the Server Service
from a console. NOTE: A password must be set in order for the console to be able to connect
to the Server Service.

5. Click Install to install the Server Service to the machine.
A prompt to start the Server Service appears. If this prompt does not appear, go to step 6.

6. Click Start to start the Server Service.

At this point, the Server Service is installed. The next step is configuring the clients and consoles that
will connect to the Server Service.
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Configuring a Remote Control Enabled (RCE) Console

In order to create an RCE console, the console must first be created. This is done using the Anti-
Executable Enterprise Configuration Administrator.

Remember that an RCE console is used in place of the Server Service; the two utilities are never used
at the same time. Once the console is created, it should be moved to the machine where it is to be run.
The steps used to create and deploy the console are exactly the same for any console that is created.

To create, configure, deploy, and enable an RCE console, complete the following steps:

. Open the Anti-Executable Configuration Administrator.
2. On the Configuration tab, click the Network sub-tab.

Configure the port settings to match the settings used by the client machines. If the clients are
using port 8825, the console must also be configured for 8825. This is explained in more detail
in the section titled Ports & Protocols Explained. For the consoles, it does not matter whether
the LAN or LAN/WAN option is selected.

Click the Create Programs tab.

5. Click Create Enterprise Console to create the AEConsole.exe program.

A prompt to save the file appears. By default, the file is saved to ...\Program Files\Faronics\
Faronics Anti-Executable Enterprise\AE Install Programs.

6. Move the console program to the machine where it will be run. When the program is run, a
prompt for a One Time Password appears. A token is provided, as shown below.

Faronics
HEHTI

Cansale Activation ENTERPRISE

Console Activation

The Faronics Anti-Executabls

Central Control Console must

be activated for this computer. 28520803

To activate, use the "token” _

on the right, with the
Configuration Administrator to
generate an OTP pazsward.
Then enter thiz passward in
the password field and press

-

7. Use the One Time Passwords tab in the Configuration Administrator to generate a password.
After entering the password, the console launches.
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When the console is started, the following label appears at the footer of the screen indicating that
remote control is disabled. The port that the console is currently using locally is also displayed.

Port 18825 Remote Control Disabled

8. Right-click on Remote Consoles and select Remote Console Management -> Enable Remote
Console Control.

7“! Faronics Anti-Executable Enterprise Server Console
File Wew Select Help

2 ez E o A

Network and Groups

B

‘Workstations

+ Workstations Workgrnupl IP - Addiess ‘Port ‘ Statug | Configuration D ate/

ﬁ User Defined Groups

(8 [History]
& Remi

User Defined Group [}

Remote Console Management  * e Connect to Remote Console

e Enable Remote C

@omp  moil
E<= ’—
| EN
. & X
Port 15825 Remote Control Disabled

9. 'The following dialog appears:

Enable Remote Console Control

Enter pazzword |

Re-enter pazaword |

I:I Cancel

10. Check Enable and enter a password. This password is the password administrators use to
connect to the RCE console.

11. The following label appears at the footer of the screen, indicating that remote control is
enabled. It is now possible for other consoles to connect to it.

Port 18825 Remote Control Enabled
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Connecting to a Remote Console

Once the Server Service or RCE console has been created and configured, it can now be connected to
a Anti-Executable Enterprise console.

The steps to connect to a Remote Console are identical, whether the Server Service or RCE console is
used.

To create the Anti-Executable Enterprise console, complete the following steps:

Open the Anti-Executable Configuration Administrator.
On the Configuration tab, click the Network sub-tab.

Configure the port settings. The port configured for this console must not be the same as the
port used by the clients or Remote Console.

This console must use a different port so it does not conflict. When connected to the remote
console, the correct port is specified. This is explained in more detail under the section titled,
Ports & Protocols Explained. For the consoles, it does not matter whether the LAN or LAN/
WAN option is selected.

4. Click the Create Programs tab.

5. Click Create Enterprise Console to create the AEConsole.exe program. A prompt to save the
file appears. By default, the file is saved to ...\Program Files\Faronics\Faronics Anti-Executable
Enterprise\AE Install Programs.

6. Move the console program to the machine where it will be run. When the program is run, a
prompt for a One Time Password appears. A token is provided, as shown below.

Faronics
HETI

Cansale Activation ENTERPRISE

Console Activation

The Faronics &nti-Executable

Central Control Conzole must

be activated for this computer. 28620803

To activate, use the "token” _

on the right, with the
Configuration Administrator to
generate an OTP pazsword.
Then enter thiz passward in
the password field and press

-

7. Use the One Time Passwords tab in the Configuration Administrator to generate a password.
After entering the password, the console launches.
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To connect a console to a Remote Console, complete the following steps:

1. Open the Anti-Executable Enterprise Console.

2. Right-click on Remote Consoles and select Remote Console Management -> Connect to Remote
Console.

7= Faronics Anti-Executable Enterprise Server Console
File Wiew Select Help

o = - : =
2 ez | © : ; &
Hetwoik and Groups Workstations
- ‘Whork stations ‘Workgroup | IP - &ddress { Part | Status | Configuration D ates
[ User Defined Groups
[Histony]
Femate Cre--t--

User Defined Graup ]

nagement e Cannect ko B

e Disable Remote Consale Control

< ¥

3. 'The following dialog appears:

Connect to Remote Console E|

Remote Conzole Mame

Remote Console IP Port #
0.0.0.0] [
Password |

LCancel

4. Enter the connection details.
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5. Press Connect to connect to the remote console. If the connection is successful, a new
connection appears under Remote Consoles.

Hetwork and Groups

+ 1!} Entire Metworl,
[ User Defined Groups
[Hiztam]

Gl
G)u

=

—
—
—

At this point, all clients located under Entire Network within the Remote Console connection are
visible.
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Ports and Protocols Explained

The key to setting up a Remote Console is knowing which ports to use. The important factor is knowing
what ports are in use on the network and using ports that will not conflict with those. By default, Anti-
Executable uses port 8825.

The following three components make up the Anti-Executable Architecture:

o Client (with workstation or seed installed)
« Remote Console (Server Service or RCE Console)

o Console (connects to the Remote Console)

Using the following rules, there should not be any port conflicts between the different components:

o The clients and Remote Console should use the same port.

« The consoles that connect to the Remote Console need to be created under a different port
than the Remote Console. This prevents the consoles from conflicting with the Remote
Console when they are both run inside the same sub net.

o One console that connects to the Remote Console can use the same local port as another
console connecting to the Remote Console. These consoles do not conflict with one another,
even though they are on the same sub net, because there are no clients involved on the local
port.

The following diagram gives a theoretical view of the Port Settings:

4 N

Remote Console
Connects Connects

) on Server Service on
Client Port A ) OR ( Port A Console
Uses Port A TCP/UDP RCE Console TCP Uses Port B

Uses Port A
. J

Ports can also be used to divide the clients when using the Server Service. If the Server Service is set
up to run under three ports (8825, 8826 and 8827), consoles can connect to the three different ports
to see a different set of clients under each port. An example showing this type of architecture is shown
subsequently in Example 4 - Multiple Sub nets Central Server Services.

In the diagram above, the client(s) use both the TCP and UDP protocols to communicate with the
Remote Console. The console(s) that connects to the Remote Console uses only the TCP protocol to
communicate with the Remote Console. It is important to remember the ports and protocols being
used in order to prevent fire walls, switches, or routers from blocking them.

Faronics 1
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Examples

The following examples show different scenarios involving either the server service manager or remote
console.

« Example 1 - Single Sub Net One Console

« Example 2 - Multiple Sub Nets One Console

» Example 3 - Multiple Sub Nets Remote Control Enabled Console
« Example 4 - Multiple Sub Nets Central Server Service

« Example 5 - Multiple Sub Nets Multiple Server Services

Each example explains how the different Anti-Executable components interact in different networking
environments.

NOTE: In the following examples, the client machines have either the Anti-Executable workstation
installation or workstation seed installed. Both installs contain the communications component which
talks to the console/remote console. The difference between the workstation install and workstation
seed is that the workstation install actually installs Anti-Executable while the seed has only the
communications component.

12
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Example 1 - Single Sub Net

In this environment, all client machines are contained in the same sub net as the console machine.
This environment does not require a remote console, although one could be used. In this example,
the remote console is not used. This is the simplest networking environment. It is also the easiest to
configure.

The following diagram shows the network topology:

Subnet 1

. . []!
(PORT A (PORT A (PORT A

PORT A PORT A PORT A

The client machines, represented by the computer icons, are located on the same sub net as the Anti-
Executable Enterprise console machine, and are represented by the Anti-Executable Console icon. In
this scenario, both the client and the console are using the same port. This port is configured in the
Anti-Executable Configuration Administrator in the Configuration tab on the Network sub-tab, as
shown below, before creating the workstation install/seed or the console program.

-l Faronics Anti-Executable Enterprise - Configuration Administratorn

File Help

B[& D @

Welcome CanlgUI’Eﬂlﬂn One Time Passwords | Create Programs

Comnunication between the Anti-E xecutable Enterprise Console
and Workstations with Anti-Executable can use bwao different
modes.

LAN Mode: This iz a self configuring mode that only warks on a o LAN T LANARAN
single segment LAN or a multi-eegment LAN with unigue 1P
nurnbers.

LAN/WAN Mode: This mode uses a static [P number to allow

communication inzide a LA or acrozs the [ntermet.

¥ Use default port h?

Metwiork | bMessage ‘ Exempted Folders ‘ Trusted Applications ‘

Passwords J Security Settings I kMaintenance I Advanced Maintenance I
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Example 2 - Multiple Sub Nets One Console

In this environment, the clients are located across more than one sub net. There is still only one console
being used. This environment does not require a remote console, although one could be used. The
following diagram shows the network topology:

Subnet 1 Subnet 2
[PORT A [PORT A (PORT [PORT A (PORT [PORT A
PORT A PORT A PORT A PORT A PORT PORT A

192.168.2.1

In this scenario, both the clients and the console are using the same port. This port is configured in the
Anti-Executable Configuration Administrator in the Configuration tab on the Network sub-tab, before
creating the workstation install/seed or the console program.

In order for the clients to be seen, they need to be configured to use a LAN/WAN connection. When
the LAN/WAN option is selected, a field to enter the Console IP or Console Name appears. Specify the
Console IP or name of the machine that will run the console.

An example of these settings are shown in the Network tab below:

.| Faronics Anti-Executable Enterprise - Configuration Administrator, |Z||E|rg|

File Help

B/& bid @

YWelcome Configuration \ One Time Passwards | Create Pragrams

Communication between the Anti-E xecutable Enterprize Conzole
and Workstations with Znti-Executable can use bwo different
modes.

LAN Mode: Thiz iz a self configuring mode that only waorks on a " LAM
zingle segment LAM or a multi-zegment LAM with unique [P
nurnbers.

LANAWAN Mode: Thiz mode uzes a static 1P number to allow
canmmunication inside a LAN or across the Intermet.

v Use default port
h?
Console [P |192.168.2.1

Metwark, | hMessage J Exempted Falders ] Trusted Applications J
Passwords ‘ Security Settings J Maintenance J Advanced kMaintenance J
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Example 3 - Multiple Sub Nets Remote Control Enabled Console

In this environment the clients are again located across multiple sub nets. In this case, more than one
console is being used. There are two methods that allow multiple consoles to be used: a Server Service
or a Remote Control Enabled (RCE) console. In this example, an RCE console is used. The following
diagram shows the network topology:

Subnet 1 Subnet 2

PORT A (PORT A|i |PORT Ali PORT A PORT A PORT A

(PORT A|i

PORT A PORT A PORT A PORT A PORT A

PORT A

r"""l_"""l

I
I " I
PORT B PORT B PORT B

In this scenario, the clients and the RCE console use the same port. Looking at the above diagram,
three other consoles connect to the RCE console in order to see the clients. To ensure these consoles do
not conflict with the RCE console (Port A), they are created under a different port (Port B).

Faronics 15
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Example 4 - Multiple Sub Nets Central Server Service

In this example, there are two locations. Both locations are connected to a third location by a WAN.
Location 1 is administered locally and from the third location. Location 2 is also administered locally
and from the third location. In order to prevent the administrator at Location 1 from having access to
Location 2, the clients must be split up.

Location 1 (Using Port A) Location 2 (Using Port B)
Subnet 1 Subnet 2 Subnet 1 Subnet 2

___________________

Ports Added:
PORT A
PORT B

In this example, the Server Service is going to divide the client machines from each location. The clients
at Location 1 are going to use port 8825. The clients at Location 2 are going to use port 8826.

The following screen shows how this would be set up in the Server Service Manager.

%1 Faronics Anti-Executable Server Service Manager

File Edit Help
Port # | [*~] Password |
-,'-'?g a82a EI pazzword]
-,'-'?g 2826 EI pazswords
é{: Delete
Stop server
@ Uningtall zerver
I Est
Install status: Server inskalled Serwer status: Running

The advantage of having a Remote Console at a central location is that it can be easily administered
locally. The disadvantage is that the packets being sent from the clients need to travel across the WAN
to reach the Remote Console.
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Example 5 - Multiple Sub Nets Multiple Server Services

In this example, there are two separate locations.

The following is a list of assumptions that are made regarding this particular example:

o thelocations are spread apart and have only a minimal connection to each other

o there is a network administrator at each location who is responsible for looking after Anti-
Executable at that location

o both locations need to be administered from a third location
In this example, the remote consoles are set up at each location and a Server Service is used (represented
by the Server Service Manager icon).

Location 1 uses port A to communicate with the clients and the Server Service. Location 2 uses port
B. The consoles at all the locations use port C. This ensures the consoles do not conflict with ports A
or B.

The following diagram shows the network topology:

Location 1 (Using Port A) Location 2 (Using Port B)
Subnet 1 Subnet 2 Subnet 1 Subnet 2

A=)
PORT C|

The benefit of this setup is that it allows all the packets sent from the clients at Location 1 to be contained
at that location. The less distance a packet must travel, the less chance there is of the packet failing.

The administrator at Location 1 can connect to the Server Service at Location 1 but cannot connect
to the Server Service at Location 2. The reason for this is that the Location 1 administrator does not
know the password to access the Server Service at Location 2. The same goes for the administrator
at Location 2. At Location 3, if the password to both Server Services is known, the Server Service at
Location 1 and Location 2 can be connected to, in order to administer the clients at both locations.

Clearly, using a Remote Console is a great way to break up network environments to contain
communications to a specific area or break up the network for security purposes.

Faronics 17
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Troubleshooting a Remote Console Connection

No Clients In the Console

The following are some common reasons why clients fail to appear in the console.

1. Windows XP clients may have the XP firewall turned on.

With SP1, the firewall must be turned off. With SP2, either the firewall must be turned off or the
ports being used must be added to the Exceptions tab. Anti-Executable requires both TCP and UDP
protocols; therefore, one exception should be added for each.

2. The console and clients do not contain the correct network settings.

If the console is set up to run under port 8825 and the clients are using port 8826, they will not be able
to see each other. Also, if the workstations are configured for LAN/WAN, the IP must be equal to the
IP of the machine where the console is running.

3. Something on the network is blocking the port used between the console and the clients.

If a server, router, or switch on the network is not allowing the port to get through, the clients will not
be seen. By default, 8825 is the port being used.

4. The workstations are configured to run under LAN settings but the console exists on a different
sub net.

The default LAN setup works as long as all the machines running the workstation and console exist on
the same sub net. However, if a VLAN is being run, or if there are several sub nets where the clients
exist, the workstation install must be configured to run under the LAN/WAN settings.

5. The workstations were created under a different customization code then the console.

When the Anti-Executable Configuration Administrator is first run, a prompt for a Customization Code
appears. This code is very important as it encrypts the software. This means that any workstations created
are encrypted with this customization code. If a console was created using another administrator that
was installed with a different customization code, it cannot see workstations created under the original
code. The workstations and console must be created under a configuration administrator installed
using the same exact customization code.

6. The network usage is quite high and may be preventing packets from getting through to the con-
sole.

The clients send a packet to the console every 30 seconds. The console also broadcasts to the clients to
let them know it is listening. If a packet does not get through, the client is not reported to the console.
Using a Server Service helps resolve these types of issues.

7. The client has no route to the host.

Something is blocking communication or the machines are not physically connected. The clients are
unable to send packets to the Console/Remote Console because there does not seem to be a route to
the host. Attempting to ping the IP of the console/Remote Console does not seem to work. To resolve
this issue, make sure the two machines can connect to each other.

18
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Port is in Use Error When Starting the Console

When attempting to start the console, the error message Unable to start console: Port is in use appears.
There are several reasons why this error message may be appearing:

1. There is a Anti-Executable workstation or workstation seed installed under the same port as the
console.

It is possible that the workstation install is in stealth mode (the icon does not appear in the system tray).
The seed does not show an icon. The best test is to run a workstation install on the machine in question.
If the uninstall option presents itself, the workstation or seed is installed and can be uninstalled. If the
uninstall option does not appear, the workstation or seed is not installed.

2. The Server Service is installed and running under the same port as the console.

Itis possible the Anti-Executable Server Service Manager was run on the machine. If the Anti-Executable
Server Service has been installed and is using the same port the console is using, the console will fail
to run with this error.

To verify that the Server Service is not installed, go to the Control Panel > Administrative Tools >
Services. Under the list of services look for Anti-Executable Server Service.

If the service exists, the Anti-Executable Server Service Manager can be run on this machine to
uninstall the service. The Anti-Executable Sever Service Manager is created using the Configuration
Administrator. The default file name is AEServerServiceManager.exe.

3. Another program or service is using the port on this machine.

This may involve running a port sniffer on the machine in question to see what ports are open. There
are several tools available on the web to perform this action. One of these tools should show whether
the port Anti-Executable is using is already in use.

4. The network cable is unplugged.

This message can occur if there is no network connection on the machine.
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