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6 Preface

Important Information

This section contains important information about your Faronics Product.

About Faronics

Faronics delivers market-leading solutions that help manage, simplify, and secure complex IT
environments. Our products ensure 100% machine availability, and have dramatically impacted
the day-to-day lives of thousands of information technology professionals. Fueled by a
market-centric focus, Faronics’ technology innovations benefit educational institutions, health
care facilities, libraries, government organizations, and corporations.

Product Documentation
The following documents form the Faronics Anti-Executable documentation set:
« Faronics Anti-Executable User Guide — This document guides you how to use the product.

o Faronics Anti-Executable Release Notes — This document lists the new features, known
issues and closed issues.

«  Faronics Anti-Executable readme.txt — This document will guide you through the installation
process.

Anti-Executable Enterprise User Guide
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Technical Support

Every effort has been made to design this software for ease of use and to be problem free. If
problems are encountered, contact Technical Support

Email: support@faronics.com
Phone: 800-943-6422 or 604-637-3333

Hours: Monday to Friday 7:00am to 5:00pm (Pacific Time)

Contact Information

+  Web: www.faronics.com
o Email: sales@faronics.com
+ Phone: 800-943-6422 or 604-637-3333
+ Fax: 800-943-6488 or 604-637-8188
« Hours: Monday to Friday 7:00am to 5:00pm (Pacific Time)
« Address: Faronics Technologies USA Inc.
2411 Old Crow Canyon Road, Suite 170
San Ramon, CA 94583
USA

Faronics Corporation
609 Granville Street, Suite 620
Vancouver, BC V7Y 1G5

Canada

Anti-Executable Enterprise User Guide
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Definition of Terms

Alert

The notification dialog that appears when there is an attempt to launch an
unauthorized executable. Anti-Executable Administrators can specify the
message and image displayed in the alerts. For more information, refer to
Exporting Anti-Executable Configurations.

Anti-Executable

Administrator

Anti-Executable Administrators have access to all Anti-Executable
configuration options. They can create and edit White Lists, Black Lists,
manage Anti-Executable users, set Anti-Executable protection to Enabled
or Disabled, and uninstall/upgrade Anti-Executable.

Anti-Executable
Console Loadin

A software library that extends the functionality of Faronics Core Console
allowing full control over the configuration and operation of
Anti-Executable installed on remote workstations.

Anti-Executable

Trusted Users have access to Status tab, White Lists tab and Black Lists tab.

Trusted User They can create and edit White Lists, Black Lists, and set Anti-Executable
protection to Enable or Disable. Trusted Users cannot uninstall/upgrade
Anti-Executable.

Authorized An Executable that is in the Active White List and therefore can be

Executable launched.

Black Folder A folder, and its sub-folders, from which all executables are blocked.

Black List A list of executables, or folders containing executables, that are blocked by
Anti-Executable.

Executable Any file that can be launched by the operating system. The executable files

managed by Anti-Executable have the extension .scr, ,jar, .bat, .com, or
.exe.

External User

Any user that is neither an Anti-Executable Administrator nor an
Anti-Executable Trusted user.

An external user can run only authorized executables and has no control
over Anti-Executable configuration. This restriction applies regardless of
any user rights assigned by the operating system.

Faronics Core
Agent

The software installed on workstations to enable communication with
Faronics Core Console.

Maintenance When in Maintenance Mode, new executable files added or modified are
Mode automatically added to the Active White List.
Protection When set to Enabled, this setting indicates that Anti-Executable is

protecting a computer with an Active White List. When set to Disabled, any
executable can be launched on the computer.

Anti-Executable Enterprise User Guide
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Term Definition

Stealth Mode Stealth Mode is a group of options that control visual indication of
Anti-Executable's presence on a system. Stealth Mode provides the option
to the Administrator to hide the Anti-Executable icon in the Windows
system tray, prevent the Alert from being displayed and prevent the splash
screen from being displayed.

Trusted A Trusted executable can launch other executables that themselves are
Executable unauthorized.

Unauthorized An Unauthorized executable is one that is not in the Active White List and
Executable can not be launched.

White Folder A folder, and its sub-folders, from which any executable can be launched.
White List A list of executables, or folders containing executables, that are allowed to

run by Anti-Executable.

Workstation Any client or remote machine using the Operating System specified in the
System Requirements.

Anti-Executable Enterprise User Guide
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Introduction

Anti-Executable protects machines by preventing unauthorized executables from running.

Topics

Anti-Executable Overview
System Requirements

Anti-Executable Licensing
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Anti-Executable Overview

About Anti-Executable

Anti-Executable prevents unauthorized executables from running, giving IT administrators total
control over the computer. Any executable file that is not part of a list of files called the White List
will not run. This White List is under the complete control of authorized users who can edit it,
modify it, erase it, etc.

Nothing gets past Anti-Executable: attempts to rename the executable files, or run them from
removable storage devices, or even from the network will be blocked, leaving your machines safe
and saving you time, money, and effort.

Anti-Executable Editions

Faronics Anti-Executable has four different editions available. Whether you have servers or
workstations, working standalone or as part of a network, Anti-Executable will provide you with
the protection that you need. Choose the Anti-Executable edition that bests suits your needs:

Edition Use Anti-Executable to protect

Standard Local computers loaded with non-server operating system
Server Local computers loaded with server operating systems
Standard

Enterprise Remote computers loaded with non-server operating system*
Server Remote computers loaded with server operating systems*
Enterprise

*Enterprise versions allow to protect multiple computers from a central console called Faronics
Core Console.

About Faronics Core Console

Faronics Core Console is a lightweight, high performance, secure, easy-to-learn, and integrated
framework for the management of multiple Faronics products. It provides a consistent and
reliable method of displaying, managing, installing, updating, and protecting workstations and
servers from a single console, allowing your organization to increase efficiency with a complete
management solution for Faronics products.

Enterprise Versions of Anti-Executable allow you to protect multiple workstations via Faronics
Core Console.

Anti-Executable Enterprise User Guide
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System Requirements

Console Requirements

Information on Faronics Core Console system requirements can be found in the Faronics Core
Console user’s guide.

Workstation Requirements
Anti-Executable can be installed on the following operating systems:
— 32-bit edition of Windows XP SP3 and 64-bit edition of Windows XP SP2.

— 32- and 64-bit editions of Windows Server 2003, Windows Server 2008, Windows Vista,
and Windows 7.

Anti-Executable Enterprise User Guide
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Anti-Executable Licensing

Anti-Executable is available in both Full and Evaluation versions. An Evaluation version can be
downloaded for free from Faronics' web site (www.faronics.com) and it will be fully operational for
30 days after installation. An expired Evaluation version will not protect the machine and must be
uninstalled or upgraded to a Full Version. A Full version requires a valid License Key in order to
protect the machine.

License information can be entered multiple ways depending on the configuration:
« From the Console
« On an individual workstation

+ Through the command line

Server editions of Anti-Executable cannot be installed on a non-Server Operating
A System. License Keys for Server editions of Anti-Executable cannot be used on
non-Server editions.

Non-Server editions of Anti-Executable cannot be installed on a Server Operating
System. License Keys for Non-Server editions of Anti-Executable cannot be used
on Server editions.

Anti-Executable Enterprise User Guide
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Installing Anti-Executable

This chapter describes the installation process of Anti-Executable.

Installation Overview

Installing Anti-Executable Loadin

Anti-Executable Enterprise User Guide
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Installation Overview

Anti-Executable Enterprise User Guide

The Anti-Executable Loadin must be installed to facilitate the execution of Anti-Executable
specific tasks from Faronics Core Console. Once the Loadin has been installed, Anti-Executable
can be installed, configured, upgraded or uninstalled on remote computers from Faronics Core
Console.

Following a successful Anti-Executable deployment, Faronics Core Console can then be used to
administer all Anti-Executable tasks and commands.

Anti-Executable features installers for 32- and 64-bit versions of Windows Server 2003, Windows
Server 2008, Windows XP SP3, and Windows Vista.

If you are installing on a remote computer via Faronics Core Console, the appropriate installer is
selected automatically. However, before installing manually, verify the operating system version
and choose the installer from the following list:

System Install File

Windows XP/Vista (32-bit) AEEnt_ 32-bit.msi

Windows XP/Vista (64-bit) AEEnt_64-bit.msi

Windows Server 2003 and Windows Server 2008 (32-bit) AESrvEnt_32-bit.msi

Windows Server 2003 and Windows Server 2008 (64-bit) AESrvEnt_ 64-bit.msi
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Installing Anti-Executable Loadin

The Anti-Executable Loadin cannot be installed on a computer that does not have
A Faronics Core Console installed.

Anti-Executable can be installed using the Setup Wizard. To install Anti-Executable, complete the
following steps:

1. Insert the CD-ROM from the Media Package into the CD-ROM drive. If Anti-Executable has
been downloaded via the Internet, double-click the
Anti-Executable_Console_Loadin_ Installer.exe file to begin the installation process. Click

Next to continue.

i Faronics Anti-Executable Loadin - Setup Wizard [ZII@[XI

Welcome to the Faronics Anti-Executable
Loadin Setup Wizard

The Setup Wizard will install Faronics Anti-Executable Loadin
on your computer, Click Rext bo continue or Cancel o exit
the Setup Wizard,

WARNING: This program is protected by Copyright law and
international treaties,

www.faronics.com Wersion 3.40,2100,375

[ et | [ Cancel

2. Read and accept the License Agreement. Click Next to continue.

i& Faronics Anti-Executable Loadin - Setup Wizard

License Aqreem
Ple. the fi

Faronics Anti-Executable

Faronics Corporation
[Copyright 1999-2009 All Rights Reserved

Master Software License Agreement

LICENSE GRAHNT: Faronics hereby grants the Licensee a limited, non-exclusive
license to install, use, sccess, display, run, or otherwize interact with ("Uze") the
Product on s computer. AN other rights are expressly reserved by Faronics.

()T accept the terms in the license Agresment
(1 do nokaccept the terms in the license Agreement Version 3.40,2100,378

Back ” Text ] [ Cancel

Anti-Executable Enterprise User Guide
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3. Specify the install location. The default is C:\Program Files\Faronics\Faronics
Core\Loadins\Anti-Executable. Click Next to continue.

i& Faronics Anti-Executable Loadin - Setup Wizard

Destination Folder

Install Faronics Anti-Executable Loadin to:

|C:'|,Pr0gram Files\Faronics\Faronics CoreiLoadins)anti-Executable),

Browse. .,

‘ersion 3.40.2100.378

Back || Mext | [ Cancel

4. Click Install to begin the installation.

i& Faronics Anti-Executable Loadin - Setup Wizard

Ready to install Faronics Anti-Executable Loadin

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back., Click Cancel
to exit the wizard,

‘ersion 3.40.2100.378

[ Back | Imstal | [ Cancel

5. Click Finish to complete the installation.

If Faronics Core Console was running when Anti-Executable was being installed,
A an immediate Faronics Core Console restart is recommended following
installation.

Anti-Executable Enterprise User Guide
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Once the Loadin has been successfully installed, Faronics Core Console displays a list of
Anti-Executable specific features in the Actions pane when one or more workstations have been
selected. There are also specific columns displayed in the workstation list as illustrated below.
Anti-Executable features are also available by selecting one or more workstations and using the
right-click contextual menu.

Anti-Executable Enterprise User Guide
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(%} Faronics Core Console - [Faronics Core Consolellocalhost(administrator)\Workstations\Managed Workstationsuinti-Executable]

Fle Action Vew Help
=@ B 2

=
& Faronics Core Consols
=

Actions
localhost{administrator)
= o warkstations Workstation Wersion (Agent) MAC Address IP Address Q5 Type Last Agent Event Anti-Executable -
There are no items to show in this view, Properties
% Group Actions >
Wi 3
4 Tasks o

4 Reparts Refresh

[ Export List...

EP Help »

|~

[+

The Faronics Core Console screen is divided into three main parts:

« Console Tree Pane —Display Faronics Core Console properties, workstations and groups,
scheduled tasks, and generated reports.

«  Workstations List — The list of all workstations that have reported to Faronics Core Console.
This list also displays columns regarding workstation-specific information.

Actions Pane — Users can click the Actions Pane to open a menu containing Anti-Executable
tasks as well as scheduling options.

Anti-Executable Enterprise User Guide
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Installing Anti-Executable on a Workstation Manually

Before installing Anti-Executable on a workstation, copy appropriate .mst file from the path
C:\Program Files\Faronics\Faronics Core\Loadins\Anti-Executable\ Workstation Installers on
the computer where the Anti-Executable Loadin is installed to one or more workstations.

To install Anti-Executable manually on a workstation after copying the file, complete the following
steps:

1. Double-click the .mst file to begin the installation process. Click Next to continue.

i& Faronics Anti-Executable Enterprise Edition - Setup Wizard [ZII@[XI

Welcome to the Setup Wizard for
Faronics Anti-Executable Enterprise
Edition

The Setup Wizard will install Faronics Anti-Executable
Enterprise Edition on your computer, To continue, click Mext,

WARNING: This program is protected by Copyright law and
international treaties,

www.faronics.com Wersion 3.40.2111.375

Mext ] [ Cancel

2. Read and accept the License Agreement. Click Next to continue.

i& Faronics Anti-Executable Enterprise Edition - Setup Wizard [Z”E”‘S_(

License Agreem
Ple the f g lice eement carefully (|)

Faronics Anti-Executable

Faronics Corporation
Copyright 1999-2009 All Rights Reserved

Master Software License Agreement

LICENSE GRAHNT: Faronics hereby grants the Licensee a limited, non-exclusive
license to install, use, sccess, display, run, or otherwize interact with ("Uze") the
Product on s computer. AN other rights are expressly reserved by Faronics.

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn - - - AT TR PRI S g 1} v

(31 accept the terms in the license Agresment

(1 do not accept the terms in the license Agresment Version 3.40.2111.378
Back. ” Mext ] [ Cancel

3. Enter the User Name and Organization. If Use Evaluation is selected, Anti-Executable is
installed as an Evaluation version and is valid for 30 days. An Evaluation version can be
converted to a Full shipping version at any time by entering a License Key. Click Next to

continue.

Anti-Executable Enterprise User Guide



22 Installing Anti-Executable

i& Faronics Anti-Executable Enterprise Edition Setup

omer Inform
It info

User Mare:

Qrganization:

|Far0nics Corparation

License Key: |

[Juse Evaluation {30 days)

‘Wersion 3.40.2111.378

Back. ” Mext ] [ Cancel

4. Specify the install location. The default is C: | Program Files\Faronics\AE. Click Next to
continue.

Install Faronics Anti-Executable Enterprise Edition to:

|C:'|,Pr0gram Files\FaronicslAEY,

Browse. ..

‘Wersion 3.40.2111.378

Back. ” Mext ] [ Cancel

5. This step is optional. Specify the Anti-Executable Administrator and Trusted User passwords.

These passwords can also be set in the Anti-Executable Users tab following installation. Click
Next to continue.

Anti-Executable Enterprise User Guide
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i& Faronics Anti-Executable Enterprise Edition - Setup Wizard

Installation Configuration
Enter the Following infarmation ko personalize your installation,

AE Administrator User Password {Optional)

Enter Password: |

Re-Enter Password: |

AE Trusted User Password (Optional)

Enter Password: |

Re-Enter Password: |

‘Wersion 3.40.2111.378

[ Back. ” Mext ] [ Cancel ]

6. The Automatic Scanning and White List Creation dialog is displayed. Select Enable if you
want Anti-Executable to automatically scan all non-removable drives on the computer and
create a White List. Click Install to install Anti-Executable.

i& Faronics Anti-Executable Enterprise Edition - Setup Wizard |Z||§|P5__<|

Ready to install Faronics Anti-Executable Enterprise Edition é

Automatic Scanning and White List Creation

Select the check box ko automatically scan the computer and create the initial Active
‘white List, IF wou enable the check box, Anti-Executable protection will be set ko On
after installation

[CEnable

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back., Click Cancel
to exit the wizard,

‘Wersion 3.40.2111.378

[ Back. ” Install ] [ Cancel

7. Click Finish to complete the installation.

Anti-Executable Enterprise User Guide
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i& Faronics Anti-Executable Enterprise Edition - Setup Wizard [ZII@[XI

Completed the Faronics Anti-Executable
Enterprise Edition - Setup Wizard Wizard

Click the Finish button to exit the Setup Wizard,

‘fou can use CTRL + ALT + SHIFT + F10 hotkey combination
to launch Anti-Executable Administrative console,
Alternatively you may SHIFT + double-click the taskbar icon
of Anti-Executable,

www.faronics.com Wersion 3.40.2111.375

8. Following a successful installation a restart is required. Click Yes to restart immediately or No
to restart later.

i AntiExecutable Setup

‘fou must restart yvour system For the configuration
. 1 ) changes made ko AntExecutable to take effect. Click
‘fes bo restart now or Mo if you plan to manually restart
later.

i An immediate restart is recommended following installation.

If the Enable check box is selected in the Automatic Scanning and White List
Creation dialog, Protection is enabled and there is an Active White List when the
computer restarts.

If the Enable check box is not selected in the Automatic Scanning and White List
Creation dialog, Protection is disabled and there is no Active White List when the
computer restarts.

Anti-Executable Enterprise User Guide



Installing or Upgrading Anti-Executable on a Workstation via Faronics Core Console

Installing or Upgrading Anti-Executable on a Workstation via
Faronics Core Console

Installing the Anti-Executable Loadin unbundles the Anti-Executable install files required to
protect remote computers (the exact files that are unbundled will depend on the edition of
Anti-Executable that is being installed).

Agent must be installed on each workstation. The Faronics Core Agent enables
communication between Faronics Core Console and the workstations on which it
is installed. For more information on the process to deploy Faronics Core Agent,
refer to the Faronics Core Console User Guide.

i Prior to installing Anti-Executable via Faronics Core Console, the Faronics Core

The default location where the Anti-Executable files are unbundled is C:\Program
Files\Faronics\Faronics Core\Loadins\Anti-Executable\Workstation Installers

To install or upgrade Anti-Executable on one or more workstations, complete the following steps:

1. Select one or more workstation from the list in Faronics Core Console and select Actions pane
> Configure Workstation > Advanced > Install/Upgrade Anti-Executable, or right-click on a
workstation from the list in Faronics Core Console and select Configure Workstation >
Advanced > Install/Upgrade Anti-Executable.

2. Specify the Workstation Credentials. There are two options:

— Select Local Workstation Account to use the local workstation account to install/upgrade
Anti-Executable. Specify the User Name and Password. Click OK.

— Select Domain Account to use the domain account to install/upgrade Anti-Executable.
Specify the Domain, User Name and Password. Click OK.

3. The Customize the Installation dialog is displayed. Specify the AE Administrator Password,
AE Trusted User Password and License Key. To install in Evaluation mode, leave the License
Key field blank. Select Enable in the Automatic Scanning and White List Creation pane if you
want Anti-Executable to automatically scan all non-removable drives on the remote computer
and create a White List. Click OK.

Anti-Executable Enterprise User Guide
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@) Anti-Executable

X

Customize the Installation
AE Administrator User Password [0 ptional]

Enter Pazsword: |

Be-Enter Password:

AE Trusted User Password [Optional]
Enter Pazsword:

Fie-Enter Password:

Licenze Key: [Leave blank to uge an Evaluation version]

Automatic Scanning and 'White List Creation

Select the check box to automatically scan the computer and
create the initial Active White List. |f you enable the check box,
Anti-Executable protection will be zet to Enabled after
inztallation.

[] Enable

(] 8 ] [ Cancel

i An immediate restart is recommended following installation.

If the Enable check box is selected in the Automatic Scanning and White List

Creation dialog, Protection is enabled and there is an Active White List when the
computer restarts.

If the Enable check box is not selected in the Automatic Scanning and White List

Creation dialog, Protection is disabled and there is no Active White List when the
computer restarts.

Anti-Executable Enterprise User Guide



Topics

Accessing Anti-Executable

27

Overview
Accessing Anti-Executable via Faronics Core Console

Accessing Anti-Executable Enterprise on a Workstation
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Overview

Anti-Executable Enterprise User Guide

Anti-Executable Enterprise can be accessed through Faronics Core Console or directly from the
workstation where it is deployed.

The account used by Faronics Core Console to communicate with a workstation must be a
Windows administrator account that is valid on that workstation. Communication from Faronics
Core Console to the workstation occurs under the context of that account. This account becomes
the first Anti-Executable Administrator following installation from Faronics Core Console.
Additional Anti-Executable Administrators allowed to access Faronics Core Console must be
added to the workstation’s Anti-Executable users list to manage one or more workstations.

If the account used to communicate with a workstation through Faronics Core
A Console is changed, ensure the new account has Anti-Executable Administrator or
Trusted User rights on the workstation.
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Accessing Anti-Executable via Faronics Core Console

Anti-Executable can be accessed through Faronics Core Console by selecting one or more
workstation(s) from the Workstations list in Faronics Core Console and opening the Actions pane
> Configure Anti-Executable, or right-clicking on a workstation from the list and selecting
Configure Anti-Executable.

Multiple workstations can be selected at one time. Hold down the Shift key to select a contiguous
range of workstations or CTRL to select any number of non-contiguous workstations. Changes
made will be applied to all selected workstations.

i Workstation status can only be retrieved on an individual basis.

Anti-Executable Columns in Faronics Core Console
The following columns related to Anti-Executable are displayed in the Results pane:
« Stealth — This column specifies if Anti-Executable is running in Stealth Mode.
« Protection — This column specifies one of the following values:

— Enable — When set to Enable, it indicates that Anti-Executable is protecting a workstation
with an Active White List.

— Disable — When set to Disable, any executable can be launched on the workstation.

— Maintenance Mode —When in Maintenance Mode, new executable files added or modified
are automatically added to the Active White List when Enable is selected. If Disable is
selected, the changes are not recorded by Anti-Executable.

« Version — This column specifies the Anti-Executable version.

» Logging — This column specifies if the Log to Event Viewer option has been enabled or
disabled.

» License Type — This column specifies if this is an Evaluation or a Full version.

« Mouse/Keyboard — This column specifies if the mouse and keyboard of one or more selected
workstations are enabled or disabled.

For information on the other columns in the Workstation list, refer to Faronics Core Console
documentation.

Executing Anti-Executable Commands via Faronics Core Console

Anti-Executable commands can be accessed via the right-click context menu.

Anti-Executable Pratection »
WINSelect ¥ Mainkenance Mode
Schedule Action 3 Stealth Mode
Keyboard and Mouse
Generate Report ¥ White List
Black List

Configure Anti-Executable

v T

Configure Workstations  #
Remove from Database
Copy

Help 4
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Anti-Executable commands can also be accessed via Faronics Core Console Actions pane located
on the right side of the Faronics Core Console window. The Actions pane lists these tasks once a
workstation has been selected from the list.

@ Anki-Executable Protection 4
@ WiNSelact Maintenance Mode

Stealth Mode
B Schedule Action Keyboard and Mouse

white List
Black List
‘& Configure Workstati  Canfigure Anti-Executable

v T

m Generate Report

Protection
To quickly Enable or Disable Anti-Executable protection, select one or more workstations and
click on Protection > Enable or > Disable in the Actions pane.

Maintenance Mode

Set Anti-Executable to run in Maintenance Mode.

Stealth Mode

Configure Anti-Executable to run in Stealth Mode on one or more selected workstations.

Keyboard and Mouse

Disable or enable keyboard and mouse devices on an individual workstation or multiple
workstations by clicking on Keyboard/Mouse and selecting Disable or Enable.

White List

A White List can be made Active on one or more workstations. Select a workstation and select
White List > Apply. The user will be prompted with a dialog allowing them to select a White List.

Black List

A Black List can be made Active on one or more workstations. Select a workstation and select
Black List > Apply. The user will be prompted with a dialog allowing them to select a Black List.

Configure Anti-Executable

Select this option to configure Anti-Executable.
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Scheduling Actions

Anti-Executable and Faronics Core Console events can be scheduled to occur on one or more
workstations at a date and time convenient to the administrator. Click on one or more
workstations and select Schedule Action. The sub-menus which appear contain the following list
of available actions:

Actions controlled by Faronics Core Console:

o Shutdown
e Restart
«  Wake up

Actions controlled by Faronics Anti-Executable
« Protection (Enable or Disable)

« Maintenance Mode

« Black List (Apply)

»  White List (Apply)

» Alerts (Enable or Disable)

» Logging (Enable or Disable)

Selecting an action displays a Schedule menu that allows the administrator to specify the
frequency (one-time, daily, weekly or monthly). Based on the frequency, you can select the specific
time, day, date, or month.
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Accessing Anti-Executable Enterprise on a Workstation

Anti-Executable is accessed directly on a workstation by holding down the Shift key and
double-clicking on the Anti-Executable icon in the Windows System Tray. The Ctrl + Alt + Shift +
F10 hotkey sequence can be used as well.

If you are an Administrator, you will have access to the Status, White List, Black List, User, and
Setup tabs. If you are a Trusted User, you will have access only to the Status, White List, and Black
List tabs.

External users are not permitted to access Anti-Executable. Anti-Executable Administrator and
Trusted Users must enter the appropriate passwords to access Anti-Executable if those passwords
have been set.
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Topics

Using Anti-Executable

This chapter describes the procedure to configure and use Anti-Executable.

Overview

Status Tab

White List Tab

Adding Blocked Executables to the Active White List
Black List Tab

Users Tab

Setup Tab

Creating an Anti-Executable Report through Faronics Core Console
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Overview

Following installation, Anti-Executable must be configured. Anti-Executable Administrators can
access all the following tabs:

Status — Displays the version of Anti-Executable installed, whether newer versions of
Anti-Executable are available and allows user to import and export configurations, and set
Anti-Executable Protection to Enable, Disable or Maintenance Mode.

White Lists — Used to create, edit, and apply White Lists.
Black Lists— Used to create, edit, and apply Black Lists.
Users — Used to add Administrators, Trusted users and their passwords.

Setup — Used to configure Stealth Mode, manage logging, alert messages, and enable
Anti-Executable compatibility with Deep Freeze.

Anti-Executable Trusted Users have access only to the Status, White Lists, and Black Lists tabs.

The Windows administrator user account that performed the installation is the first
Anti-Executable Administrator.
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Status Tab

The Status tab allows Anti-Executable Administrators and Trusted Users to configure various
settings, set protection to Enable, Disable, or Maintenance Mode, and import or export previously
saved configurations. When a single workstation is selected in Faronics Core Console and
Configure Anti-Executable is selected, the workstation configuration is retrieved automatically.

& Faronics Anti-Executable Enterprise

Status | ‘wihite Lists | Black Lists | Users | Setup
About

= Faronics
() AMTI

Product: Faronics Anti-E xecutable Enterprize
Wersion: 3.40.2111.378
License Key: Walid untl: August 10, 2009
Fratection Configuration
() Enable
© bt
O Maintenance Mode Dizable Keyboard and Mouse
-
[] Eemind me after every
Status

Successfully retrieved settings for client2

R e

Verifying Product Information

The About pane displays the version of Anti-Executable installed. If newer versions are available,
New version is available is displayed. Click Update for more information.

If an Evaluation version of Anti-Executable has been installed, the Valid until field displays the
date when Anti-Executable expires. Anti-Executable displays a notification about the current
status of the License in the windows system tray.

Once the evaluation period expires, Anti-Executable will no longer protect a machine. The
following expired icon is displayed in the system tray when Anti-Executable expires.

&
To convert an Evaluation version of Anti-Executable to a Full version, click Edit and enter a valid
License Key in the License Key field. License Keys can be obtained by contacting Faronics.
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Enabling Anti

-Executable Protection

Following installation, Anti-Executable is enabled by default only if Enable was selected in the
Automatic Scanning and White List Creation dialog during installation. Otherwise,
Anti-Executable cannot protect the machine. Administrators or Trusted users must select Enable
for White List protection to take place.

If Protection has been set to Enable and the Active White List is empty, only basic
A system executables (e.g. boot-up, login) can be launched. Only Anti-Executable
Administrator and Trusted Users can manage White Lists.

Use the Remind Me after every check box to have Anti-Executable provide reminders on a
workstation to enable Protection if Protection is disabled.

Anti-Executable Maintenance Mode

Select Maintenance Mode and click Apply to run Anti-Executable in Maintenance Mode. When in
Maintenance Mode, new executable files added or modified are automatically added to the Active
White List. To exit Maintenance Mode, select Enable or Disable.

If Enable is selected, the changes are recorded by Anti-Executable. If Disable is selected, the
changes are not recorded by Anti-Executable.

The Disable Keyboard and Mouse check box is available only while accessing
A Anti-Executable via Faronics Core Console. This is to ensure that a computer that

has its keyboard and mouse disabled can still be managed remotely via Faronics
Core Console.

Adequate time required for Windows Updates must be provided while running in
Maintenance Mode.

>

the changes made to the workstation during Maintenance Mode are not added to

i If the computer is running in Maintenance Mode, and the Protection is disabled,
the Active White List.

Exporting Anti-Executable Configurations

Anti-Executable Enterprise User Guide

Anti-Executable Administrators can save multiple configurations which can be applied to other
workstations. If a White List has been set as Active, it is also included in the configuration export.

To save an Anti-Executable configuration file, click Export in the Status tab after making
selections. The configuration file is saved in a proprietary format (.aecfg) to prevent tampering.
To open a previously defined configuration file (.aecfg), click Import and browse to a
configuration file.

Saving a configuration to XML only allows for viewing of the configuration
A settings. XML configuration files cannot be applied to other workstations.

Any changes made to the Anti-Executable settings will not take affect until you
click Apply.
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Retrieving settings from Faronics Core Console

The Status pane retrieves and displays all the settings of a single workstation. When a single
workstation is selected and Anti-Executable is launched via Faronics Core Console, the
workstation settings are retrieved automatically.

& Faronics Anti-Executable Enterprise

Status | ‘white Lists | Black Lists | Users | Setup
About
Faronics
Product: Faronics Anti-E xecutable Enterprize
Wersion: 3.40.2111.378
Licenze Key: | [ Edit Walid until: August 10, 2009
Fratection Configuration
() Enable
© b
O Maintenance Mode Dizable Keyboard and Mouse
-
[] Eemind me after every
Status

Successfully retrieved settings for client2

R e

i The status can only be retrieved when a single workstation is selected.
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White List Tab

Anti-Executable allows the launch of any executable on the Active White List when Protection is
set to Enable. Also included are White Folders—folders and their sub-folders from which any
executable can be launched.

There can only be one White List active at a time on a workstation. Refer to the section titled
Creating a New White List for information on creating the first White List.

Executables installed on a remote workstation cannot be added to the Active White List unless the
remote workstation is visible through the file browser in the Anti-Executable Scan dialog. White
Lists can be applied and deployed to workstations via Faronics Core Console or manually on each
workstation.

& Faronics Anti-Executable Enterprise

Status Black Lists | Users | Setup

M anagement

Active

Active White List (]

Status
Successfully retrieved settings for client2

R e

White List Management through Faronics Core Console

To configure Anti-Executable White Lists through Faronics Core Console, click Properties in the
Actions pane on the right. Or, right-click Faronics Core Console in the left pane and select
Properties from the contextual menu. To access the Properties option, the user must be in the top
level node.
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Faronics Core Console Properties

Console | Database FaronicsEoreAgentInstaIIer| Anti-Erecutable | About

“white: List

Black List

White List Tab

3

Ok ] [ Cancel

The White List tab can also be used to open or create White Lists. For more information consult
the Using The Anti-Executable White List Editor section of this guide.

Using The Anti-Executable White List Editor

The White List Editor is opened by clicking on the White List tab and selecting New, Open, or Edit.
The White List Editor also appears when an individual White List file is opened in Windows

Explorer.

&l White List 3 - Faronics Anti-Executable

‘White List

X

Description:

Mote: all programs included in this list will be allowed ko run,

File f Folder Mame Path

Trus... Date Comment

+ New — Opens the White List Editor and creates a new White List.

+ Open — Opens an existing White List for editing.

« Edit — Opens the White List editor to add or remove executables and/or folders to the Active

White List.
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Creating a New White List

Only Anti-Executable Administrators and Trusted Users can access the White List editor on a
workstation.

computer is a system that has the Operating System and all the required
applications installed for day-to-day operations. Creating a White List before the
computer is handed over to the user will ensure that the White List contains only
the files required for the computer to work properly.

t It is recommended to use a clean computer to create a White List. A clean

To create a new White List complete the following steps:
1. Launch Anti-Executable.

— Tolaunch Anti-Executable via Faronics Core Console, select a workstation, right-click and
select Anti-Executable > Configure Anti-Executable. Click the White List tab after the
workstation status has been retrieved.

— Tolaunch Anti-Executable on the workstation, Shift+ double-click the Anti-Executable
icon in the System Tray. You can also use the Ctrl+Alt+Shift+F10 hotkey. Specify the
Administrator password to logon to Anti-Executable. Click the White List tab.

2. Click New. The White List editor appears:

&l White List 3 - Faronics Anti-Executable

‘White List

Description:

Mote: all programs included in this list will be allowed ko run, Search:

File f Folder Mame Path Trus,.. Date Comment
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3. To determine the available applications, click Scan, select a drive or directory.

— Use Ctrl+Click or Shift+Click to select multiple drives or directories to scan the workstation
locally.

— Click My Network Places, browse and select a remote workstation for remote scanning.

White List Scan Destination le

Enter UNC Path : | |
ar

Select: Scan Destination

B Joes cos

I} My Documents

j My Computer

“ Iy Metwork Places
I AE

105) AE_3_4 e _378
{03 FSP 2.0 5kd 2,0..48

Include Sub-Folders when scanning

(= (o=

4. Click OK. The Building White List for... dialog appears to show the progress:

6.

Building White List for White List 1

LA L ]

Cancel

The Scan feature searches the selected location, and its sub-directories, for any executable
files. (Files containing the extensions: .scr, jar, .bat, .com, or .exe.) The duration of the scan
depends on the location’s size and number of executables found within.

Once the scan has finished, Anti-Executable checks if you want to proceed. Click OK.

Building White List for White List 1 (=3

‘white List contents are ready. Do you wish to proceed?

[ Ok ] [ Cancel ]

A populated White List appears. Folders and executables can be added on an individual basis.
Click Add and select the folders or executables to be added to the new White List. If a folder is
added, the executables within that folder, and its sub-folders, are permitted to launch.

— Toremove a folder or executable, select it and click Remove. This does not remove the folder
or executable from the system.

— To merge the folders or executables with an existing White List, click Merge. The Open
dialog appears. Select an existing White List and click Open. The contents of the existing
White List are merged with the scanned list of files or executables. Click Save to save the
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White List with the same name. Click Save As to save the merged White List with a different
name.

— Tosearch for a particular folder or executable, enter one or more characters from the folder
name or executable name in the Search field. The list is filtered based on the characters
entered.

— To sort the executables added by date, click the title of the Date column.

&l White List 3 - Faronics Anti-Executable

White Lisk
Description:
Maoke: Al programs included in this list will be allowed to run, Search:
File f Folder Mame | Path Trus Date Comment -
— sbortpxe.com  ciwindows\softwaredistributiontda. . 04/28(20...
accwiz.exe ciwindowsi dntservicepackuninstall, .. : 04/28(20...
@ accwiz.exe ciwindowsiservicepackfilesiizaala, . : 04/28(20...
@ accwiz.exe c:iywindowssoftwaredistributiondo. .. : 04/28(20...
- aciniupd. exe ciiwindows\application compatibilit. . : 04/28(20...
- acregl.exe ciiwindows\application compatibilit. . : 04/28(20...
"acst.exe ciiwindows\application compatibilit. . : 04/28(20...
"actmavie.exe ciiwindowsisoftwaredistributionida. .. : 04/28(20...
"actmavie.exe ciiwindowsisystem3z2lactmovie exe : 04/28(20...
- addinprocess.... ciwindowsimicrosoft,netiframewo. . : 04/28(20...
- addinprocess...  ciwindowsimicrosoft,netiframewo. .. : 04/28(20...
" addinutil.exe ciiwindowsimicrosoft, netiframewo. . : 04/28(20... w
[sen. | [[terce..
[ Save fs... ] [ Save l [ Close ]

7. Define whether an application is Trusted by clicking in the Trusted column. A selection
indicates that an application is Trusted and can launch other executables that themselves are
unauthorized.

8. Specify any comments for any applications by clicking the Comment column. A text prompt
appears allowing for any additional information to be entered. A description can also be added
for the entire list in the space provided at the top of the White List editor.

9. Click Save to save the White List. Click Save As to save under a different name. White Lists are
saved in a proprietary format with the extension .aewl. Click Export to export a White List to
XML or CSV format. White Lists in XML or CSV format can be opened and edited through
Windows Explorer but can not be set as the Active White List.

Google Search. The default browser is launched and the name of the executable is

i For more information about an executable, right-click the executable and select
searched on www.google.com.

Activating a White List

After a White List has been created, it can be set as the Active White List by clicking the (browse)
button in the Active White List section of the White List tab. The browse button launches an Open
dialog. Browse to the White List and click Open.
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Adding Executables or Folders to an Existing White List Using the White List

Editor

In addition to populating a new White List, the Scan feature allows executables from a specific
location to be added to an existing White List. This location can be local, external, or on a network.

» Click Scan to launch the White List Scan Destination dialog. This will search the selected
location for any executables. Once the scan has finished, the results can be merged into the
White List.

« Individual folders and executables can be added by clicking Add.

« To open a previously created White List, click Open and browse to the White List file. Make
any changes necessary with Add, Remove, Scan, or Merge buttons. These buttons add and
remove executables and folders from the White List. They do not modify actual files or folders
on the machine.

» Click the White List Only button to delete the executables from the Black List and ensure that
they are a part of only the White List.

«  Multiple White Lists can be opened and edited at the same time. Only one White List can be set
as an Active White List at a time.

Anti-Executable Enterprise User Guide

43



44 Using Anti-Executable

Adding Blocked Executables to the Active White List

Executables can be added to the active White List by launching them. If the workstation is in the
protected state and an unauthorized executable is launched, the Anti-Executable Administrator
or Trusted User is prompted with options to Allow, Deny, or Allow and Add to White List.

Anti-Executable Alert g|§| g|

4 . This violates the acceptable use policy
\, ) Program Mame:  Snaglt3z.exe

Program Path: C:\Program Files) TechSmithiSnaglt 81Snaglt3z exe

[ Allovy ] [ Deny ] [ Allow and Add to White List

o Allow—Permits the executable to launch but does not add it to the Active White List. The next
time the executable is launched, it will be blocked again.

«  Deny—The executable is not added to the Active White List and remains an unauthorized
executable. It is not permitted to launch.

o Allow and Add to White List—The executable is allowed to launch. It is also added to the
Active White List, making it an authorized executable.

External users do not have the necessary permissions to Allow, Deny, or Allow and Add to White
List. External users attempting to launch executables not in the Active White List are notified that
the executable has been blocked. Refer to the section on Customizing Alerts for more information.
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Black List Tab

Anti-Executable allows the blocking of any executable on the Active Black List when Protection is
set to Enable. Also included are Black Folders—folders and their sub-folders from which any
executable is blocked.

There can only be one Black List active at a time on a workstation. Consult the section titled
Creating a New Black List for information on creating the first Black List.

Executables installed on a remote workstation can not be added unless the remote workstation is
visible through the file browser in the Anti-Executable Scan feature. Black Lists can be applied and
deployed to workstations via Faronics Core Console or manually on each workstation.

& Faronics Anti-Executable Enterprise

Statuz | White Lists Users || Setup

M anagement

Hew ] [ Open...
Active
Active Black List (]

Status

Successfully retrieved settings for client2
R e

Black List Management through Faronics Core Console

To configure Anti-Executable Black Lists through Faronics Core Console, click Properties in the
Actions pane on the right side of Faronics Core Console. Or, right-click Faronics Core Console in
the left pane and select Properties from the contextual menu. To access the Properties option, the
user must be in the top level node.
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Faronics Core Console Properties le
Conzole | Database | Faronics Care Agentlnstaller| Anti-Executable | About
“white: List

Black List

Ok ] [ Cancel

The Black List tab can also be used to open or create Black Lists. For more information consult
the Using The Anti-Executable Black List Editor section of this guide.

Using The Anti-Executable Black List Editor

The Black List Editor is opened by clicking on the Black List tab and selecting New, Open, or Edit.

The Black List Editor also appears when an individual Black List file is opened in Windows
Explorer.

&l Black List 7 - Faronics Anti-Executable

Black List
Description:

Mote: Programs included in this list will not be allowed ko run, Search: l:l

File f Folder Mame Path

Date Com...

«  New — Opens the Black List Editor and creates a new Black List.
« Open — Opens an existing Black List for editing.

Edit — Opens the Black List editor to add or remove executables and/or folders to the Active
Black List.
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Creating a New Black List
To create a new Black List complete the following steps:
1. Launch Anti-Executable.

— To launch Anti-Executable via Faronics Core Console, select one or more workstations,
right-click and select Anti-Executable > Configure Anti-Executable. Click the Black Lists
tab.

— Tolaunch Anti-Executable on the workstation, Shift+ double-click the Anti-Executable icon
in the System Tray. Alternatively, you can use the Ctrl+Alt+Shift+F10 hotkey. Specify the
Administrator password to logon to Anti-Executable. Click the Black Lists tab.

&l Black List 7 - Faronics Anti-Executable

Black List

Description:

Make: Programs included in this list will not be allowed ko run. Search: l:l
File f Folder Mame Path Date Com...

2. To determine the available applications, click Scan, select a drive or directory. Use Ctrl+Click
or Shift+Click to select multiple drives or directories. Alternatively, click My Network Places,
browse and select a remote workstation. Click OK.

Black List Scan Destination

— 5

Enter UNC Path : |
ar

Select: Scan Destination

= [ Deskiop A

=) My Documents [
| Faronics

= j My Computer
@ Al
<= [S%
e D)

= “ Iy Metwork Places
243 FARONICS
-F; IMNSTALLATIONO
3%y WORKGROUP
03 &€

105) AE_3_4 e _378 v

Include Sub-Folders when scanning

(= (o=

The Building Black List for... dialog appears to show the progress:
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Building Black List for Black List 7 (=3

i |

The Scan feature searches the selected location, and its sub-directories, for any executable
files. (Files containing the extensions: .scr, .jar, .bat, .com, or .exe.) The duration of the scan
depends on the location’s size and number of executables found within.

Once the scan has finished, Anti-Executable asks to merge the results into the new Black List.
Click OK.

Building Black List for Black List 7 (=3

Black List contents are ready. Do you wish to proceed?

[ ok | [ Cancel ]

A populated Black List appears. Folders and executables can be added on an individual basis.
Click Add and select the folders or executables to be added to the new Black List. If a folder is
added, the executables within that folder, and its sub-folders, are permitted to launch.

— To remove a folder or executable, select it and click Remove. This does not remove the
folder or executable from the system.

— To merge the folders or executables with an existing Black List, click Merge. The Open
dialog appears. Select an existing Black List and click Open. The contents of the existing
Black List are merged with the scanned list of files or executables. Click Save to save the
Black List with the same name. Click Save As to save the merged Black List with a different
name.

— Tosearch for a particular folder or executable, enter one or more characters from the folder
name or executable name in the Search field. The list is filtered based on the characters
entered.

— To sort the executables added by date, click the title of the Date column.

#l Black List 7 - Faronics Anti-Executable

Elack List

Descripkion:

Mote: Programs included in this list will not be allowed to run, Search: l:l
Filz } Folder Mame Path Date Comm...
#gmappingtool.exe c:\documents and settingstadministratoride... |0 u

:lsalexpr.exe c:documents and settingsiadministratoride,..  O7f13/20...
windowsserver200... c:documents and settingsiadministratoride...  07f13/20...
et ] ooz ] [ ]




Black List Tab

5. Specify any comments for any applications by clicking the Comment column. A text prompt
appears allowing for any additional information to be entered. A description can also be added
for the entire list in the space provided at the top of the Black List editor.

6. Click Save to save the Black List. Click Save As to save under a different name. Black Lists are
saved in a proprietary format with the extension .aebl. Click Export to export a Black List to
XML or CSV format. Black Lists in XML and CSV format can be opened and edited through
Windows Explorer but can not be set as the Active Black List.

Google Search. The default browser is launched and the name of the executable is

i For more information about an executable, right-click the executable and select
searched on www.google.com.

Activating a Black List

After a Black List has been created, it can be set as the Active Black List by clicking the (browse)
button in the Active Black List section of the Black List tab. The browse button launches an Open
dialog. Browse to the Black List and click Open.

Adding Executables or Folders to an Existing Black List Using the Black List

Editor

In addition to populating a new Black List, the Scan feature allows executables from a specific
location to be added to an existing Black List. This location can be local, external, or on a network.

» Click Scan to launch the Black List Scan Destination dialog. This will search the selected
location for any executables. Once the scan has finished, the results can be merged into the
Black List.

« Individual folders and executables can be added by clicking Add.

« To open a previously created Black List, click Open and browse to the Black List file. Make any
changes necessary with Add, Remove, Scan or Merge buttons. These buttons add and remove
executables and folders from the Black List. They do not modify actual files or folders on the
machine.

»  Click the Black List Only button to delete the executables from the White List and ensure that
they are a part of only the Black List.

«  Multiple Black Lists can be opened and edited at the same time. Only one Black List can be set
as an Active Black List at a time.
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Users Tab

Anti-Executable uses Windows user accounts to determine the features available to users. There
are two types of Anti-Executable users:

« Administrator User — Can manage White Lists, Black Lists, Users, and Setup and can
uninstall Anti-Executable.

» Trusted User — Can create, configure, and set the Active White List or the Active Black List.
They are prohibited from uninstalling Anti-Executable and cannot manage Users or Setup.

By default, the Windows user account which performs the Anti-Executable installation becomes
the first Anti-Executable Administrator User. This Administrator User can then add existing
Windows users to Anti-Executable.

Any user not listed by Anti-Executable is an external user who is subject to the executable launch
limitations specified by the contents of the Active White List.

If an Anti-Executable Administrator or Trusted User attempts to open an unauthorized
application while Anti-Executable is enabled, they will be shown a dialog with an option to Allow,
Deny, or Allow and Add to White List.

Adding an Anti-Executable Administrator or Trusted User

All Anti-Executable users are existing Windows user accounts. However, all Windows user
accounts do not automatically become Administrators or Trusted users. Windows user accounts
that are not Administrators or Trusted Users are External users.

To add a user to Anti-Executable, perform the following steps:

1. Click the Users tab at the top of the Anti-Executable window.

& Faronics Anti-Executable Enterprise

Status | white Lists | Black Lists
Uszer Groups
AE Trusted AE Admin role
Adminiztrator
< ¥
Add... ] [ Bemove ]
Fazswords
AE Trusted Users AE Adminiztrators
[] Enable [ Enable
Mew Password: Mew Password:
Confirm Password: Confirm Password:
Status
Successfully retrieved settings for client2
R T T
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2. Click Add to add a new user. Select the User icon from the list provided.

Select Users

Select this object type:
|Users | [ Object Types... ]
From this location:
|FARDNICS 53254 | [ Locations... ]
Enter the object names to select [examples):

|

3. Ifthelist is empty, click Advanced > Find Now to display a list of available users. Domain
administrators that have logged in as such can add other domain users. Click on a user name to

add it to Anti-Executable’s list and click OK.

Select Users

Select this object type:

|Users | [ Object Types... ]
From this location:
|FAF|DNIES-E5325A | [ Locations... ]
Common Queries |
| |
| |

%

Ok ] [ Cancel ]
Mame [ROM] In Falder
ﬁ __wmware_us... FARONICS-CE3..
ﬂ Adminiztrator FAROMICS-CR3...
s Guest FAROMICS-CE3..
% Helpéssistant  FAROMICS-CH3...
€ Peter FARONICS-CH3...

%SUPPDHT_B... FAROMICS-CE3..

4. By default, each added user is an Anti-Executable Trusted User. If the new user is to be given
administrative rights, specify them as an Anti-Executable Administrator by checking the

Anti-Executable Admin Role check box.

Removing an Anti-Executable Administrator or Trusted User

Click on the Users tab and select the user to be removed. Click Remove. This does not remove the
user’s Windows user account. The user has now become an external user.
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Enabling Anti-Executable Passwords

As an added layer of protection, Anti-Executable can attach a password to each user group.
Passwords only apply to the members of the associated groups. To specify a password, ensure the
Enable check box is selected and enter the password in the New Password and Confirm
Password fields. Click Apply to save any changes.

& Faronics Anti-Executable Enterprise E”E”ls__d

Statuz || “White Lists | Black Lists| Users |Setup

Uszer Groups
AE Trusted AE Admin role
Adminiztrator
Faronics
< | =
Add... ] [ Bemove ]
Fazswords
AE Trusted Users AE Adminiztrators
[] Enable
New Password: l:l Mew Passward: l:l
Confirm Pagsword: l:l Confirm Passward: l:l

Status
Successfully retrieved settings for client2

oK [ cancel [ ek | [ Heb
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Setup Tab

The Anti-Executable Administrator can setup Logging to log various user actions, apply various
settings for Stealth Mode, set up Alerts and enable Deep Freeze Compatibility.

& Faronics Anti-Executable Enterprise EJ@W@

Status | “white Lists | Black Lists | Users |}

Logging
[] Log to Event Wiewer Open Event Viewer
Stealth Mode [eep Freeze Compatibility
[] Hide Matification
[] Hide ican on system tray [] Enable _D_gep Freeze Maintinance Mode
[] Disable zplash windaw compatibility
Alerts
Image: ‘Wwhite List violation message :

Thiz action violates the acceptable use policy
-@J Black List violation meszage :
Thiz action violates the acceptable use policy

Status
Successfully retrieved settings for client2

R e

Setting Event Logging in Anti-Executable

Select Log to Event Viewer to log events to the Event Viewer. To view the logged events, click Open
Event Viewer.

Anti-Executable Stealth Functionality

Stealth Mode is a group of options that control visual indication of Anti-Executable's presence on a
system. Stealth Mode gives the option to the Administrator to hide the Anti-Executable icon in the
Windows system tray, prevent the Alert from being displayed and prevent the splash screen from
being displayed.

When Anti-Executable is not visible in the system tray, Administrators and Trusted users can
launch Anti-Executable through the Ctrl + Alt + Shift + F10 hotkey.

Stealth functionality has the following options:
« Hide Notification — prevents the Alert from being displayed.
e Hideicon on system tray — hides the Anti-Executable icon in the system tray.

« Disable splash windows — disables the Anti-Executable splash window that is displayed
before Anti-Executable is launched.
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Deep Freeze Maintenance Compatibility

This feature is applicable only when Faronics Deep Freeze and Faronics
A Anti-Executable are installed on the computer.

The Deep Freeze Maintenance Mode Compatibility feature allows the Administrator to
synchronize the Maintenance Modes of Deep Freeze and Anti-Executable.

By enabling the Enable Deep Freeze Maintenance Mode Compatibility check box,
Anti-Executable will automatically enter Maintenance Mode when Deep Freeze enters
Maintenance Mode.

By setting both Deep-Freeze and Anti-Executable to be in Maintenance Mode at the same time,
any executable that is added to the computer, will not only be added to the Active White List, but
will be retained by Deep Freeze once it freezes back the computer after the Maintenance Mode
ends.

Anti-Executable will stay in Maintenance Mode until shortly before the Maintenance Mode of
Deep Freeze ends. Once Anti-Executable exits Maintenance Mode, it will add any new or updated
executable files to the Active White List. When Deep Freeze exits its Maintenance Mode, it will
reboot the computer Frozen with the updated White List.

Maintenance Mode Compatibility is enabled and Deep Freeze status is Frozen.

i It is not possible to set Anti-Executable to Maintenance Mode if Deep Freeze
This is because, changes made to the computer will be lost on reboot.

If Anti-Executable is disabled, and Deep Freeze enters Maintenance Mode,
Anti-Executable will continue to be disabled.

Maintenance periods triggered by Deep Freeze will take precedence over any
other Maintenance periods scheduled on Anti-Executable.

For more information on Deep Freeze, visit http://www.faronics.com/deepfreeze.

Customizing Alerts

Anti-Executable Administrators can use the Alerts pane to specify the message and an image that
appears whenever a user attempts to run an unauthorized executable. The following messages can
be set:

«  White List violation message — displayed when a White List is violated.
»  Black List violation message — displayed when a Black List is violated.

Enter a message or use the default message provided. This text will be displayed in all alert dialogs
whenever a user attempts to run an unauthorized executable.

Choose a bitmap image by clicking Change and browsing to a file. The selected image will
accompany the text in the alert dialog. Alert messages display the following information:

« Executable location
« Executable name
« Default or customized image

« Default or customized message
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Creating an Anti-Executable Report through Faronics Core Console

Creating an Anti-Executable Report through Faronics Core Console

To view the log for one or more selected workstations, right-click the workstation(s) and select
Generate Report > Anti-Executable Report. The following dialog appears:

(@ New Report &

Feport Mame: report1|

Feport Date:

Feport From: | 11/22/2007 A

Feport To: 11/22/2007 A
[ (] 8 ] [ Cancel

A sample report is displayed below:

=W o m o A R

EHEEEE R R

BRERERE

BEERS

EEEIE

Time Stamp

146:45:05 0472409
15:687:44 0412409
15:487:45 0472409
16:04:37 0472409
16:05:01 0472409
16:06:56 0472409
16:06:56 0472409
16:09:56 0472409
16:09:56 0472409
16:32:32 0412409
16:33:45 0472409
16:48:47 0472409
16:54:36 0472409
10:146:24 04127109
10:145:34 04/27/09
10:16:25 04727009
10:17:41 04/27/09
10:18:00 04727009
10:18:09 04/27/09
10:20:43 04127109
10:21:09 04/27/09
10:21:49 04/27/09
10:21:55 04/27/09
10:35:56 04/27/09
10:35:57 04/27/09
10:39:12 04127009
10:39:12 04/27/09
10:42:12 04127109
10:42:12 04127109
10:580:15 04727009
10:50:26 04/27/09
10:80:51 04/27/09
10:52:18 04/27/09
10:53:03 04/27/09
11:07:29 04/27/09

Machine

Info User Info Event Id

client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM | WhiteListChange
client2 | CLIENT2WAdministrator iolation
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 | CLIENT2WAdministrator Winlation
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange
client2 SYSTEM ConfigChange

Description

Configuration changed.
Configuration changed.
Frotection enabled.
Configuration changed.
Configuration changed.
Maintenance mode enabled.
Keyboard and mouse dizabled.
Keyboard and mouse enabled.
Frotection enabled.

Active white list changed.

{ CANINDOYYS\system32icale.exe )
Configuration changed.
Configuration changed.
Configuration changed.
Configuration changed.
Configuration changed.
Configuration changed.

{ CANINDOWYS\system32icale.exe )
Configuration changed.
Configuration changed.
Configuration changed.
Configuration changed.
Configuration changed.
Configuration changed.
Frotection enabled.
Maintenance mode enabled.
Keyboard and mouse dizabled.
Keyboard and mouse enabled.
Frotection enabled.
Configuration changed.
Configuration changed.
Configuration changed.
Configuration changed.
Configuration changed.
Configuration changed.
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Topics

Command Line Control

This chapter explains the various Command Line Controls available for Anti-Executable.

Command Line Control
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Command Line Control

Anti-Executable Enterprise User Guide

Anti-Executable Command Line Control offers network administrators increased flexibility in
managing Anti-Executable workstations by allowing for control of Anti-Executable via third-party
management tools and/or central management solutions. The following commands are available:

a password has been set. Specify the password for the Administrator or the

i Use the /PW=<password> switch to execute the command on computers where

Trusted User as applicable.

have the extension .aebl.

i The switch in [ ] is optional. White Lists have the extension .aewl. Black Lists

Add a folder or [path]AEC AddToList <List path and name.aebl or .aewl>
file to a White <file or folder name and path> /PW=<password>

List or Black

List

Add a folder or [path]AEC AddToActiveBlackList <file or folder name and
file to Active path> /PW=<password>

Black List

Add a folder or [path]AEC AddToActiveWhitelList <file or folder name and
file to Active path> /PW=<password>

White List

Anti-Executable
version

[path]AEC version /PW=<password>

Note that Command Line Interface does not display the License Key (if it
exists), while the User Interface does.

Apply Black List [path]AEC applyBlackList <Black List path and name.aebl>
/PW=<password>

Apply White [path]AEC applyWhiteList <White List path and name.aewl>

List /PW=<password>

Change [path]AEC changePassword <AEAdmin|AETrustedUser>

Anti-Executable /PW=<password>

assword . . . .
passw Changing a password, if one exists, requires the old password.
Disable [path]AEC protect off [/force] /PW=<password>

Anti-Executable

The switch /force must be used if Anti-Executable is in Maintenance
Mode.

Disable Deep
Freeze
Compatibility

[path]AEC DFCompatibility /disable /PW=<password>
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Function Command
Display Black [path] AEC displayBlackList [/xml] [Black List path and
List name.aebl] /PW=<password>

If /xml switch is not specified, the Black List will be displayed in tabular
form. If Black List name is not specified, the active Black List will be

displayed.
Display White [path] AEC displayWhiteList [/xml] [White List path and
List name.aewl] /PW=<password>

If /xml switch is not specified, the White List will be displayed in tabular
form. If White List name is not specified, the active White List will be

displayed.
Enable [path]AEC protect on /PW=<password>
Anti-Executable
Enable Deep [path]AEC DFCompatibility /enable /PW=<password>
Freeze
Compatibility
Enable [path]AEC Maintenance [/duration=n] [/lock]
Maintenance /PW=<password>
Mode . . . . .
Using the command without any switch enables Maintenance Mode. Using
the switch /duration=n enables Maintenance Mode for n minutes. The
/lock switch disables the keyboard and mouse. The switch /1ock must
be used with the switch /duration=n.
Export Black [path] AEC exportBlackList </active | Source black list
List path and name.aebl> <Destination File path and name.xml
|Destination File path and name.csv> /PW=<password>
Export [path]AEC exportConfiguration <Config file path and
Configuration name.xml> /PW=<password>
or
[path]AEC exportConfiguration <Config file path and
name.aecfg>/PW=<password>
Export White [path] AEC exportWhitelList </active | Source white list
List path and name.aewl> <Destination File path and name.xml
| Destination File path and name.csv> /PW=<password>
Generate Black [path] AEC generateBlackList <New Black List path and
List name.aebl> <Directory from which to start> [/apply]
/PWi=<password>
Generate Black [path]AEC generateBlackList <New Black List path and
Listand exclude name.aebl> <Directory from which to start> /NoSub
Sub-Folders [/apply] /Pl=<password>
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Generate Black
List and include
executables in

Black List Only

[path]AEC generateBlackList <New Black List path and

name.aebl> <Directory from which to start>
/BlackListOnly /apply /PW=<password>

[/NoSub]

Generate Black
List and scan
Multiple
Destinations

[path]AEC generateBlackList <New Black List path and
name.aebl> <folderlist.txt> [/NoSub] [/BlackListOnly]
[/apply] /PW=<password>

folderlist.txt contains a set of folders and/or drives where Anti-Executable
will scan to create the list. For example:

C:\Program Files
C:\Commonly Used Files
D:\

The switch /apply must be used with the switch /BlackListOnly.

Generate Black

[path]AEC generateBlackList <New Black List path and

List and select name.aebl> <"My Computer"> [/apply] /PW=<password>
My Computer
as scanning
destination
Generate White [path] AEC generateWhitelList <New White List path and
List name.aewl> <Directory from which to start>

[/apply] /PW=<password>
Generate White  [path]AEC generateWhiteList <New White List path and
Listand exclude name.aewl> <Directory from which to start> </NoSub>

Sub-Folders

[/apply] /PW=<password>

Generate White
List and include
executables in

[path]AEC generateWhitelist <New White List path and
name.aewl> <Directory from which to start> [/NoSub]
/WhiteListOnly /apply /PW=<password>

White List Only

Generate White [path]AEC generateWhitelList <New White List path and
List and scan name.aewl> <folderlist.txt> [/NoSub] [/WhiteListOnly]
Multiple [/apply] /PW=<password>

Destinations

folderlist.txt contains a set of folders and/or drives where Anti-Executable
will scan to create the list. For example:

C:\Program Files
C:\Commonly Used Files
D:\

The switch /apply must be used with the switch /WhiteListOnly.

Generate White
List and select
My Computer
as scanning
destination

[path]AEC generateWhitelList <New White List path and
name.aewl> <"My Computer"> [/apply] /PW=<password>
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Function Command
Import [path]AEC importConfiguration <Config file path and
Configuration name.aecfg> /PW=<password>

List Commands [path]AEC help

Merge two [path]AEC merge listl list2 /apply /PW=<password>
White Ll.s ts where list1 and list2 are the Black List or White List.
/Black Lists and
apply
Merge two [path]AEC merge listl 1list2 <New list path and new list
White Lists name> /save /PW=<password>
/Black Lists and . . . N
save where list1 and list2 are the Black List or White List.
Merge two [path]AEC merge listl list2 <New list path and new list
White Lists name> /save /apply /PW=<password>
/Black Lists, where list1 and list2 are the Black List or White List.
save and apply
Merge White [path]AEC merge list /apply /PW=<password>
Ll.St /Black List where list is the Black List or White List.
with the current
White List /
Black List and
apply
Protection [path]AEC status /PW=<password>
Status
Update License [path]AEC updatelicense <License Key> /PW=<password>
Key
Legend

<mandatory user input>
[optional user input]

[path]: location where the file being referred to is stored on disk

Example Command Line
[path]AEC generateWhitelList engineeringLab.aewl C:\ /PW=<password>
[path]AEC applyWhiteList engineeringlLab.aewl /PW=<password>

In the above example, [path] is the path to the Anti-Executable command line interface file
(AEC.exe). GenerateWhiteList is the Anti-Executable command that creates a White List that in
this case is called engineeringLab.aewl. The .aewl! file extension is used for White List. The switch
C:\ at the end of the command indicates that the White List will contain all the executable files
currently present on the C drive. The second command makes the White List engineeringLab the
active White List. In both cases, the password for the administrator is specified as <password>.
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Silent Install
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Commands

Silent install
(default)

msiexec /q /i [path] <Product MSI>

Silent install
(Scan fixed
drives)

msiexec /q /i [path]<Product MSI> ISSCANENABLED="1"

Silent install
(set passwords)

msiexec /q /i [path] <Product MSI> AEADMINPSW=[password]
TRUSTEDUSRPSW=[password]

Silent install

msiexec /q /1 [path] <Product MSI> AEPRODUCTKEY=[License

(set productkey key]

/Full version

install)

Silent uninstall msiexec /g /x [path] <Product MSI>




Topics

Uninstalling Anti-Executable

Uninstalling Using Faronics Core Console

Uninstalling on a Workstation using the Uninstall Wizard
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Uninstalling Using Faronics Core Console

Anti-Executable can be removed from one or more workstations using Faronics Core Console. To
uninstall Anti-Executable perform the following steps:

1. Open Faronics Core Console.
2. Click on the Workstations icon in the left pane of Faronics Core Console.

3. Right-click on the workstation(s) in the Workstation List from which Anti-Executable will be
removed.

4. Click on Configure Workstations > Advanced >Anti-Executable> Uninstall Anti-Executable.

After Anti-Executable has been uninstalled from the selected workstations,
A Faronics Core Console will reboot them to complete the uninstall process.
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Uninstalling on a Workstation using the Uninstall Wizard

Anti-Executable can only be uninstalled by an Anti-Executable Administrator
A when Protection is set to Disabled.

Anti-Executable can be removed by double-clicking on the .mst file used to install
Anti-Executable. The Setup Wizard appears:

1. Click Next to begin the uninstall.

i& Faronics Anti-Executable Enterprise Edition Setup [ZII@[XI

H Welcome to the Faronics Anti-Executable

a Enterprise Edition Setup Wizard

The Setup Wizard will install Faronics Anti-Executable
Enterprise Edition on your computer, Click Mext to continue
raronics B or Cancel ko exit the Setup ‘Wizard,

AMNTI

Mext ] [ Cancel

2. Click Remove followed by Next.

i& Faronics Anti-Executable Enterprise Edition Setup [ZII@[XI

Remove installation

Remave

Removes Faronics Anti-Executable Enterprise Edition from your computer,

3. Click Remove.
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i& Faronics Anti-Executable Enterprise Edition Setup |:||§|P5__<|

C
Ready to remove Faronics Anti-Executable Enterprise Edition é

Click Remove to remove Faronics Anti-Executable Enterprise Edition from your computer,
Click Back to review or change any of your installation settings. Click Cancel to exit the
wizard,

[ Back. ” Remove ] [ Cancel

4. Click Finish to complete the uninstall.

i& Faronics Anti-Executable Enterprise Edition Setup |Z||§|P5__<|

H Completed the Faronics Anti-Executable

a Enterprise Edition Setup Wizard

Click the Finish button to exit the Setup Wizard,

Faromcs

AMNTI

5. Following a successful uninstall, a workstation restart is required. Click Yes to restart
immediately or No to restart later.

i AntiExecutable Setup

changes made ko AntExecutable to take effect. Click
‘fes bo restart now or Mo if you plan to manually restart
later.

i ) ‘fou must restart yvour system For the configuration

i An immediate workstation restart is recommended following uninstall.
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Uninstalling the Anti-Executable Loadin

The Anti-Executable Loadin can be uninstalled through Add/Remove programs. To do so click on
Start > Control Panel > Add/Remove Programs > Anti-Executable Loadin > Remouve.
Uninstalling the Anti-Executable Loadin will remove all Anti-Executable management capabilities
from Faronics Core Console. It will not remove Anti-Executable installations from the individual
workstations.

Anti-Executable Enterprise User Guide

67



68 Uninstalling Anti-Executable

Anti-Executable Enterprise User Guide



	Contents
	Preface
	Important Information
	About Faronics
	Product Documentation

	Technical Support
	Contact Information

	Definition of Terms

	Introduction
	Anti-Executable Overview
	About Anti-Executable
	Anti-Executable Editions
	About Faronics Core Console

	System Requirements
	Console Requirements
	Workstation Requirements

	Anti-Executable Licensing

	Installing Anti-Executable
	Installation Overview
	Installing Anti-Executable Loadin
	Installing Anti-Executable on a Workstation Manually
	Installing or Upgrading Anti-Executable on a Workstation via Faronics Core Console

	Accessing Anti-Executable
	Overview
	Accessing Anti-Executable via Faronics Core Console
	Anti-Executable Columns in Faronics Core Console
	Executing Anti-Executable Commands via Faronics Core Console
	Scheduling Actions

	Accessing Anti-Executable Enterprise on a Workstation

	Using Anti-Executable
	Overview
	Status Tab
	Verifying Product Information
	Enabling Anti-Executable Protection
	Anti-Executable Maintenance Mode
	Exporting Anti-Executable Configurations
	Retrieving settings from Faronics Core Console

	White List Tab
	White List Management through Faronics Core Console
	Using The Anti-Executable White List Editor
	Creating a New White List
	Activating a White List
	Adding Executables or Folders to an Existing White List Using the White List Editor

	Adding Blocked Executables to the Active White List
	Black List Tab
	Black List Management through Faronics Core Console
	Using The Anti-Executable Black List Editor
	Creating a New Black List
	Activating a Black List
	Adding Executables or Folders to an Existing Black List Using the Black List Editor

	Users Tab
	Adding an Anti-Executable Administrator or Trusted User
	Removing an Anti-Executable Administrator or Trusted User
	Enabling Anti-Executable Passwords

	Setup Tab
	Setting Event Logging in Anti-Executable
	Anti-Executable Stealth Functionality
	Deep Freeze Maintenance Compatibility
	Customizing Alerts

	Creating an Anti-Executable Report through Faronics Core Console

	Command Line Control
	Command Line Control
	Silent Install Commands


	Uninstalling Anti-Executable
	Uninstalling Using Faronics Core Console
	Uninstalling on a Workstation using the Uninstall Wizard
	Uninstalling the Anti-Executable Loadin



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU ([Based on '[High Quality Print]'] Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


